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Abstract

Program analysis aims to automatically compute properties of programs from their source
code. Since the problems that arise are frequently undecidable, the field has focused on
developing sound analyses that over-approximate the true properties of a program. Modern
program analyzers leverage complex heuristics to make these over-approximations as tight
as possible, but these heuristics cause brittle performance: minor updates to codebases can
cause large unintended swings in analysis precision.

To help tool users anticipate analysis outcomes, a recent line of work has focused on
developing analysis techniques that are robust, and in particular monotone: if a program is
a refinement of another, its analysis should be at least as precise. Monotonicity is a meta-
property of the analysis technique; it gives tool users a way to reason about how certain
code changes, like refactoring a loop or deleting a variable, will affect their analysis results,
without requiring knowledge of the tool’s internal mechanisms. However, development on
monotone program analysis had been largely confined to the intra-procedural setting (to
analyzing procedures without recursive procedure calls).

This thesis develops a framework for designing monotone inter-procedural program anal-
yses. The key idea is to connect context-free reachability results for abstract machines to
program analysis via abstract interpretation: we compute the best abstraction of a pro-
gram within a given abstraction domain—its reflection—then exactly characterize the input-
output behavior of that abstraction. We instantiate this recipe with vector addition systems
with resets (VASR), a numerical computational model, establishing techniques to compute
the VASR reflection of a program and the context-free reachability relation of a VASR. We
extend these results to Lossy VASR, a more expressive variant, producing a program analysis
tool which is competitive with the state-of-the-art in verification capabilities while provid-

ing formal robustness guarantees. We further investigate Semi-Linear VASRs, showing that



their induced procedure summary can be computed in polynomial time despite exponen-
tial abstraction size. Finally, we unify the reachability results across all three classes under
almost-commuting transition systems (ACTS), algebraically characterizing the properties
that make these context-free reachability problems tractable. ACTS define a rich frontier of

abstraction domains for monotone inter-procedural program analysis.
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Chapter 1

Introduction

For a variety of reasons, developers want to answer questions about the behavior of computer
programs before they run them. Could this program access private user data? Could this
controller reach an unsafe configuration for its physical system? Does a given performance-
improving transformation preserve program behavior? These questions are the purview of
program analysis, a field which aims to automatically compute properties of computer pro-
grams from their source code.

A principal application of program analysis is proving the absence of bugs. Software is in-
creasingly used in safety-critical systems in which unexpected behavior can have tremendous
consequences. This has led to continued interest in verified software, which bundles computer
programs with mathematical proofs of correctness and safety. By verifying a property, devel-
opers can guarantee that bugs which violate that property do not appear in their software.
Program analysis enables the verification of software with minimal developer overhead; given
a program and a property of interest, an analysis may be able to fully autonomously prove
that the program meets the property.

Program analysis continues to be relevant in the age of artificial intelligence. Recent

years have seen the role of the software engineer rapidly transition from program writer to
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program checker as language models have improved at generating code. There is real interest
in program analysis tools to help humans in this task [52]. Program analysis might be the
key to making formal guarantees about the output of language models and verifying that it
stays aligned with user intent.

Despite substantial progress in program analysis, a key challenge remains: modern analyz-
ers often lack predictability. Minor changes such as refactoring code, reordering statements,
or adding annotations can lead to large and unexpected differences in analysis outcomes.
This unpredictability is documented across many of the most widely-used commercial pro-
gram analysis tools. For example, Veracode acknowledges that a change in one part of a
codebase can produce new findings in seemingly unrelated parts [32]; users of SonarQube
report the same issue [31]. Coverity documents that bug counts can vary between scans of
an unchanged codebase [7]. Users of Qodana have noted non-semantic annotations degrad-
ing code analysis quality [33]. This unpredictability complicates the use of program analysis
tools in practice, as developers cannot reliably anticipate when a code change will cause an
analysis to succeed or fail.

The motivation of this thesis is to address this gap by designing predictable program
analyses: analyses that make formal guarantees on how program changes affect analysis
outcomes, enabling users to anticipate the results of their changes without sacrificing state-
of-the-art verification capability. We build on a line of work [21], 62, [66, [16] that achieves
such predictability in the intra-procedural setting (programs without procedure calls), and
extend these ideas to the inter-procedural setting (programs with procedure calls). This gen-
eralization represents a significant challenge, as existing predictable techniques are reliant on
program structure that does not exist in the inter-procedural setting. As a result, new theo-
retical foundations are required to achieve predictable behavior in the presence of procedure

calls.
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1.1 Classical Approaches to Program Analysis

Many program analyses, particularly those concerned with safety verification, involve reason-
ing about the possible states that a program can reach. This thesis develops novel reachability
results and applies them for program analysis. Many program properties of interest can be
formulated as reachability queries.

To illustrate, consider the following program:

void copy(int* dst, int* src, int n) {
for (int i = 0;1i < n; i++)

dst[i] = src[i]; // (*)

A property that one might want to prove for this program is memory safety: that the
program does not access any memory that it is not supposed to. Proving memory safety for
this program is equivalent to showing that execution cannot reach the marked statement (*)
with a value of i that lies outside the valid bounds of the arrays src and dst. Reasoning
about the reachable set of states at this point involves reasoning about the different paths
through the program that could reach this point, as well as the infinite set of possible input
values and array lengths that this function could be executed on.

Unfortunately, reasoning precisely about reachability is impossible. Rice’s Theorem [57]
states that all non-trivial reachability properties are undecidable. This means that for any
property, every analysis technique necessarily fails for some programs. Program analyz-
ers resolve this issue by being over-approrimate: analysis techniques compute an over-
approximation of the reachable set of states, either conclusively proving that a program
meets a property or being inconclusive (either explicitly by returning unknown or implicitly

by not terminating).
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int add(int m, int n) {
if (n ==0) {
return m; }
if (n>0){
return add(m + 1, n — 1); }
if (n <0){
return add(m — 1, n + 1); }

}

(a) An implementation of addition.

int nodes = 0; int leaves = 0;
void tcl(int n) {

if (+) {

leaves +=1; }
else {

nodes += 1;

tel((n — 1) / 2);
tel((n — 1) / 2);
)

}

int nodes = 0; int leaves = 0;
void tc2(int n) {

if(n<=1) {
leaves +=1; }
else {
nodes += 1;

te2((n — 1) / 2);
tc2((n — 1) / 2);
)

}

(b) Two related tree-counting pro-
grams.

Figure 1.1: State-of-the-art verifiers UAutomizer [29] and Korn [19] exhibit unpredictable
behavior on both examples. In Figure [L.1a] verifiers can prove add(m,n) == m + n but
not m; > my = add(my,n) > add(ms,n), even though the former implies the latter. In
Figure [L.1b] verifiers prove nodes + 1 == leaves V nodes < n for tcl but not tc2, even
though the executions of tc2 are a subset of those of tcl.




These over-approximations of the reachable set of states are called invariants. Many
sophisticated analysis techniques use complex heuristics in order to guide their search for
invariants. The effectiveness of these heuristics depends on intricate algorithms implemented
within the tool, and can vary significantly across different implementations of the same
technique. As a result, the behavior of the analysis can be difficult to predict.

Figure identifies examples in which state-of-the-art verifiers exhibit counterintuitive
and unpredictable behavior. Figure shows an implementation of addition; state-of-the-
art verifiers can verify that this implementation computes addition, but fail to verify that
the function is increasing in its first input. This is surprising because the former property
implies the latter and weaker properties should intuitively be easier to prove. Figure [1.1b
shows two related tree-traversal programs, tcl and tc2, which count nodes and leaves,
differing only in their branching condition. Intuitively, every execution of tc2 is also an
execution of tcl because tcl places fewer constraints on when branches can be taken. Then,
since the executions of tc2 are a subset of tci, it seems intuitive that it would be easier to
prove properties of tc2 than tcl, as it requires reasoning about fewer executions. However,
the figure identifies a property that verifiers can prove for tc1 but cannot for tc2.

Ultimately, these counterintuitive phenomena are a symptom of the fact that program
analysis techniques generally do not provide any guarantees on their behavior beyond sound-
ness (and in some cases, termination). However, users expect more from their tools; they
want to understand and anticipate the tool’s behavior without needing to reason about
the underlying algorithm [33], BI]. For program analysis designers, this raises the question:
what behavioral guarantees are attainable while retaining state-of-the-art precision and per-
formance?

Many program analysis techniques, including the ones described in this thesis, are uni-
fied under the framework of abstract interpretation [14]. Rather than reasoning precisely

about the set of states that a program can reach, abstract interpretation reasons about an
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abstraction of that set, retaining some information and discarding the rest. These simplified
representations are chosen such that reasoning about reachability is tractable and yields an
over-approximation of the behavior of the original program. Moreover, the framework pro-
vides formal soundness guarantees, guaranteeing that an analysis never misses any states.

A classic example of an abstract interpretation is interval analysis, which abstracts pro-
gram states by associating each variable with an interval [a,b] approximating the range of
values it may assume during any execution. The program is executed over these abstract
states, yielding, at each program point, an invariant that maps each variable to an interval
over-approximating the values it may assume.

This abstract interpretation encounters complications when handling program constructs
such as loops and procedure calls. For example, in interval analysis, a loop that expands an
interval on each iteration can cause the abstract state to grow indefinitely, never converging.
Analyzers resolve this by employing widening, a technique that enforces convergence by
extrapolating the limit at select program points to obtain sound over-approximations. In
the interval domain, for instance, widening may replace bounds that have changed between
iterations with oo, ensuring the sequence of abstract states stabilizes in finitely many steps.

Widening is non-monotone [I5]: a more precise input to the analysis does not necessarily
yield a more precise output. In the interval domain, for instance, a smaller interval may be

widened to oo while a larger interval might retain its original bounds. Consider the following

loop:

while (x) {
if(x==0) {x=1}
else {x = 2}}

If the abstraction for = at the beginning of the loop is the interval [0, 0], then standard

interval analysis will widen the interval to [0, co] as the interval expands in successive iter-
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ations of the loop. However, if the abstraction for x at the beginning of the loop is [0, 2],
then standard interval analysis will compute [0,2] as the state abstraction after the loop.
This is counter-intuitive: a more precise precondition leads to a less precise postcondition.
Non-monotonicity compounds in larger programs, making the behavior of widening-based
analyses difficult to predict.

Monotonicity, then, is a desirable property for a program analysis technique to have: a
more precise program should have a more precise analysis. What are the key ingredients in
an abstract interpretation which guarantee robustness properties like monotonicity for the

resulting analysis?

1.2 Prior Work on Predictable Program Analysis

A recent line of work [62, [65] [66], [T6] has aimed to develop new program analysis techniques
which are predictable by design. By making behavioral guarantees beyond soundness, these
techniques give users mathematical properties with which to reason about how their tools will
work without needing to understand the internal algorithms of these tools. In this subsection,
we examine the guarantees these techniques provide and the key principles that enable them.

In this thesis, we view a program analysis technique as a function that maps any procedure
P to a procedure summary S(P). An advantage of this characterization is a locality principle.
Formalizing analysis as procedure summarization means that the precision of the summary
S(P) is independent of unrelated procedures in the same program and the property being
proved. Figure illustrated a failure of locality in state-of-the-art verifiers. UAutomizer
and Korn verify add(m,n) = m + n, yet fail to verify the weaker property m; > my —
add(mq,n) > add(ms,n). Since the former implies the latter, the only explanation is that

the property being proved is influencing how add is analyzed, and therefore that the analysis
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Original program

Loop body transition:

int := 0, := 0;
e 4 ?=x+1 ANy =y+2

while (x < n) {
X 1= x + 1;
yi=yt2 () )
} W =z +k Ay =y + 2k

// goal: prove y = 2*n

Closed form after k iterations:

Postcondition :

r=n[y=m)¢

Figure 1.2: A counting program abstracted by Compositional Recurrence Analysis (CRA) [21],
4]. CRA computes the best abstraction of the program into a family of affine recurrences and
uses a precise summary of the repeated iteration of that recurrence as an over-approximation
of the program.

conducted by these tools is non-local. A local analyzer produces the same summary regardless
of the target property; so if it can prove a strong property, it can prove any weaker one.

A robustness property of a program analysis technique describes how relations between
programs correspond to relations between their analyses. The robustness property that we
focus on in this thesis is monotonicity, which states that if a procedure P is a refinement
of another procedure P’, then the summary S(P) should be at least as precise as S(P’).
This implies, for instance, that strengthening the preconditions of a procedure can only
strengthen the resulting summary. Figure [1.1] shows a violation of this property. tc2 is a
refinement of tcl: tcl branches non-deterministically while tc2 uses the guard n < 1,
making its behavior a strict subset of tc1’s. Nevertheless, UAutomizer and Korn verify the
property in the caption for tcl but fail on tc2. A monotone analyzer produces more precise
analyses for more refined programs, and so would be able to prove any property for tc2 that
it could for tcl.

Figure displays Compositional Recurrence Analysis (CRA) [21, 4], an abstract
interpretation-based program analysis technique that can be instantiated to be monotone.

CRA computes invariants for loops by abstracting each iteration of the loop as a set of

18



linear recurrences describing how the next state can be computed from the current. CRA
then computes a closed form representing the repetition of the recurrence over an arbitrary
number of iterations and uses this as an invariant for the loop. CRA compositionally builds
summaries for whole programs, computing summaries of each loop in this manner and
composing them to form an end-to-end summary - this approach guarantees the locality of
the end-to-end technique.

CRA can be instantiated to be monotone, as illustrated in Figure[I1.2| owing to two facets
of this instantiation. First, it extracts all linear recurrences of the target form that hold across
loop iterations, yielding a best abstraction within its domain. Second, these recurrences admit
exact closed-form solutions. CRA exemplifies a more general “best abstraction” recipe for
predictable program analyses: (1) the computed abstraction is best, in the sense that it is at
least as precise as any other abstraction in its class, and (2) the reachability relation of the
abstraction—the set of input /output state pairs reachable by executing it—can be computed
exactly.

Many robust program analyses [62, 65, (66, [16] have used this best abstraction recipe in
order to produce monotone and local intra-procedural program analyses under the Algebraic
Program Analysis (APA) framework [36]. Analyses within this framework compute a regular
expression describing the set of paths through a program and interpret this expression with
a suitable semantic algebra. The nested structure of regular expressions enables complex
analyses to be broken up into a series of simpler subproblems. By reasoning about programs
compositionally in this way, these techniques guarantee locality. By choosing the most precise
abstraction of the program within a given abstract domain, and precisely analyzing it, these
techniques guarantee monotonicity.

However, this success has been confined to the intra-procedural setting; that is, to ana-

lyzing programs without recursive procedure calls. Recursive procedure calls make the set
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of program paths context-free rather than regulalﬂ so it is not possible to compute a regu-
lar expression describing the paths through an inter-procedural program. Regular languages
decompose algebraically, allowing APA analyses to reduce a whole-program problem to a
structured series of subproblems; context-free languages do not, and inter-procedural reach-
ability must instead be confronted as a single global problem. APA-style analyses therefore
lack the tools to handle programs with recursive procedures in a uniform way; to analyze
procedure calls, they typically resort to iterative methods that employ widening and are
therefore non-monotone.

This thesis extends both APA and the best abstraction recipe to the inter-procedural
setting by computing the context-free language of paths through a program and interpreting
it with a program abstraction that is the best of its class, in the sense that this abstraction
models the semantics of the program at least as precisely as any other abstraction in its class.
The central question of this thesis is which abstract domains admit both best abstractions
and tractable inter-procedural reachability analysis. Many of the abstract domains used in
APA-style analyses do not have obvious inter-procedural reachability extensions; this thesis

begins to answer which ones do. We ask:

What models of recursive programs admit (1) best abstractions and (2) decidable exact
reachability? How can we build practical analyzers from the resulting decision proce-

dures?

1.3 Contributions

The following table diagrams the novel contributions of this thesis, presented in Chapters [4]
[}, [6l, and [7]

Recursive procedure calls introduce a matched call/return structure that must be tracked along pro-
gram paths: each call site must be matched with its corresponding return. This set of matching call/return
sequences form a context-free language; see Reps et al. [54]
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Abstract Domain VASR 1 VASR LVASR SVASR =——— ACT'S
1 v
1
Silverman 1
Best Abstraction and Kincaid, 1 Ch4.1 Ch 5.1 Ché6.1 N/A
2019 1
1
Reachability Haaseand = 1 Ch4.2 Ch5.2 Ch6.2 Ch?
Halfon, 2014 1
1
. 1
Silverman 1 None -
Implementation and Kincaid, Ch. 4.3 Ch. 8.3 See discussion N/A
2019 : in Ch. 6.3
1
1
Intra-procedural : Inter-procedural A=—@B denotes "Every A isa B"

The immediate predecessor of the work in this thesis is a predictable APA-style program
analysis technique which abstracts and analyzes programs as vector addition systems with
resets (VASRs) [62]. Vector Addition Systems are a classical sub-Turing-complete model of
computation historically used to model parallel processes and distributed systems. VASRs
operate over a set of rational-valued counters; operations optionally reset these counters to
zero, then add in some constant. Silverman and Kincaid [62] developed an algorithm that
computes the best VASR abstraction of a loop. They leveraged a result by Haase and Halfon
[27] that one can compute a logical formula defining the intra-procedural reachability set
of a VASR on this abstraction to produce loop summaries. Instead of approximating the
set of states at each control point, as with interval analysis, this work approximated the
transition step associated with each operation of the program. This technique extracts all
“VASR-like” updates that occur within a loop and precisely characterizes what program
states are reachable via these updates; this is an over-approximation of the true reachability

of the loop. Silverman and Kincaid implemented and evaluated their technique, showing it to
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be precise and performant in practice. Their intra-procedural analysis has many robustness
properties; namely, it is monotone and local.

Chapter |4] develops a predictable inter-procedural program analysis technique which ab-
stracts and analyzes programs as VASRs. We extend the best abstraction technique of Sil-
verman and Kincaid, which abstracts a single loop, to abstract whole procedures which may
contain recursive procedures. We achieve this extension via a divide-and-conquer approach:
we compute the best VASR abstraction of each operation in a program and devise a technique
to combine abstractions while preserving the optimality of the combination. We additionally
extend the result of Haase and Halfon to compute the context-free reachability relation of
VASRSs, representing an advance in the theory of vector addition systems. Our technique is
robust, in that it is monotone and local. We implemented and evaluated our technique, but
we found it to be uncompetitive with existing verification tools, largely due to its inability
to model conditional branching.

Chapter [5| improves the precision of our analysis technique by extending it to Lossy
VASRs, a non-deterministic extension of VASRs, while retaining our robustness properties.
Best Lossy VASR abstractions are always at least as precise as best VASR abstractions,
and are frequently better suited to modeling conditional branching. We implemented and
evaluated our technique, showing that our technique computes more precise summaries than
existing abstract interpreters and that our tool’s verification capabilities are comparable
with state-of-the-art software model checkers. Our tool is able to make powerful robustness
guarantees without sacrificing precision.

Inspired by this success, we went further by investigating Semi-Linear VASR in Chap-
ter [0, an extension which leverages semi-linear sets, a class of integer sets with periodic
structure, to further boost the precision of our technique. The size of the best Semi-Linear
VASR abstraction of programs is always exponential in the size of the program. This would

make analysis prohibitively expensive since a direct reachability analysis of the abstraction
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would require exponential time. However, we can exploit symmetries in these abstractions to
compute the induced over-approximate reachability relation of the original program in poly-
nomial time, removing a key barrier to this extension being practically useful. We conclude
the chapter by identifying remaining obstacles standing in the way of a full implementation.

Our final content chapter, Chapter [7] unites the reachability results of the previous chap-
ters under a single roof. We investigated the algebraic properties of VASRs, LVASRs, and
SVASRs that make reachability queries tractable, and uncovered a rich new frontier: almost-
commuting transition systems (ACTS). We show that for members of this class the context-
free language reachability relation can be effectively represented as a logical formula. We
identify several concrete families of this class for which this formula allows us to automati-
cally answer reachability queries and whose state transitions resemble common programming
constructs. VASRs and LVASRs are almost-commuting transition systems, and SVASRs are
reducible to ACTS (Section . This work can be viewed as a backend for designing inter-
procedural analyses: any new abstraction procedure targeting a suitable class of almost-
commuting transition systems can immediately be plugged into our analyzer to produce
over-approximate procedure summaries. Together, these contributions support the following

thesis statement:

ACTS reachability expands the frontier of decidable inter-procedural reachability, en-

abling practical inter-procedural analyzers with provably predictable behavior.

This thesis is organized as follows. Chapter [2|discusses common background and notation.
Chapter 3| introduces the core technical recipes for monotone procedure summarization and
best abstractions via VAS, a reset-free domain that is simpler to follow. Chapters [ [] [6]
and7| contain the aforementioned content on VASR, LVASR, SVASR, and ACTS. Chapter

describes related work. Chapter [0 concludes.
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The contents of Chapters [4] and |5| were published at OOPSLA 2024 [48]. The contents
of Chapter [6| were published at RP 2024 [49]. The contents of Chapter [7] were published at
POPL 2026 [50].
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Chapter 2

Background

This chapter presents common background concepts and notation.

2.1 Program Model

The techniques of this thesis apply the philosophy of Algebraic Program Analysis [36] to
the inter-procedural setting. Our aim is to compute procedure summaries, logical formulas
over-approximating the input-output behavior of each procedure. We do so by interpreting
a representation of the language of paths through a procedure according to an abstract
domain. We define our input program model to be a context-free grammar representing the
language of paths through a procedure and a transition assignment describing the semantics
of each path.

It is widely known that the language of paths through procedures with recursive calls are
context-free languages [30], generated by context-free grammars. A context-free grammar
G = (N,X, R,ng) consists of a finite set of nonterminals N, a finite alphabet ¥, a set of
production rules R C N x (X U N)*, and a designated start symbol ng € N. We denote

production rule (o, 5) € R as & = (. An application of production rule a = f replaces a
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single occurrence of a with 3: wiaws — wy fws. The language corresponding to a nonterminal
n is the set Lg(n) £ {w € ¥* : n —* w}. The language of the grammar £(G) is the language
of its start symbol, L (no).

We understand the semantics of a program as a labeled transition system. A labeled
transition system| over a finite set of variables X and a finite alphabet ¥ is a pair 7' =
(Q¥, —7) where Q¥ is a state space and —7C Q¥ x ¥ x Q¥ is a labeled transition relation.
A program state is written as p € Q¥ and maps each element of x € X to a rational value

p(x). We use the following notation for transition systems:

e For a character s € X, p =7 p/ denotes that (p, s, p') belongs to transition relation

—T.
e For a word s;...s, € ¥, p 2= p' denotes there exist states py...p, such that
S1 2 Sn /
P=Po—TPL T -+ —2T Pn =P

e For a language L C X*, p £>T ¢ denotes that p —>p p' for some w € L.

Transition formulas are logical formulas which describe a state update and are an
expressive way to specify labeled transition systems. In this thesis, we restrict our attention
to transition formulas specified in Linear Integer/Rational Arithmetic (LIRA), a logical

fragment for which satisfiability is decidable. The syntax of LIRA formulas is given as:

Variables = ¢ Var

Constants ¢ €Q

~

Terms s=z|clex|t+t

Formulas ¢ =t<t|-¢|pANP |oV|d— ¢ |Vr.¢|Tx. @

"'We restrict our attention to transition systems with state spaces which are finite-dimensional vector
spaces over the rationals.
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A transition formula over a set of variables X is a satisfiable LIRA formula F' whose free
variables range over variables X and primed copies X’. The set of all transition formulas
over X is written as TF(X). Given states p,p’ € Q¥, we write [p, p/] E F if F holds when
every occurrence of x € X is replaced with p(z) and every occurrence of 2’ € X’ is replaced
with p/(z); the intuitive meaning of [p, p'] = F is that p steps to p’ along the transition
specified by F'. For example, the transition formula corresponding to the program operation
x := 2y + 1 is the formula 2’ = 2y + 1 Ay’ = y (assuming x and y are the only variables
in the program). We say that a binary relation R C Q¥ x Q¥ is definable if there exists
F € TF(X) such that [p, p'] = F if and only if (p, p/) € R.

The program model that we work with for the remainder of this thesis is a context-free
grammar generating the paths through a program and a transition assignment describing
the semantics of the program. A transition assignment {f : ¥ — TF(X) defines a labeled
transition system (Q¥,—4) over alphabet ¥ where p =4 o/ if and only if [p, '] | #(s).
Given a subalphabet 3; C X, we write ff|y, : X1 — TF(X) to denote the restriction of {f
to X1, defined by #|s,(s) = #(s) for all s € X;.

The semantics of a program specified as a context-free grammar G and a transition
assignment #f is understood as the context-free reachability relation ﬂ)gf. The programs
that are represented by this model can be thought of as numerical C-like programs over global
variables. This model is limited in two respects: LIRA cannot express many programming
constructs (e.g., memory reads and writes), and we do not model local variables. Analyzing
programs using such features would first require abstraction into our model. Despite these
limitations, this model is worth studying because many real-world programs can be soundly
approximated within it. For instance, an array variable could be modeled as an integer
length variable, resulting in a representation suitable for verifying that accesses remain within

bounds (as was done in [I1]).
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Example 2.1.1. This example aims to show how procedures written in a typical pro-
gramming language can be represented as a context-free language and transition formula
mapping. Consider the following integer model of a C program which traverses a binary
tree and writes the value of each internal node to an intermediate buffer, flushing the

buffer to disk at every leaf.

int mem _ops, buf;

void save_tree() {

buf += 1; // a
if (+) {

mem_ops += buf; buf = 0; // b
} else {

save_tree();

save_tree();

3

The global variable mem_ops counts the number of integers written to disk and buf
represents the current length of the intermediate buffer.

A grammar generating the language of paths through this program is:

G = {{P},{a,b},{P = aPP,P = ab},P)

The nonterminal P represents a call to save_tree, and the terminals a and b corre-
spond to lines 3 and 5, respectively. The production rules of the grammar identify the
two paths through the procedure - either a then b (the base case) or a then two recursive

calls to save_tree.
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The following transition formula mapping # assigns a LIRA formula over the globals

{mem_ops, buf} to each terminal character. The two transition formulas are:

fla) A buf’ = buf + 1
a) =
A mem_ops’ = mem_ops
buf’ =0
fv) =

A mem_ops’ = mem_ops + buf

Edge a encodes the increment buf’ = buf + 1 from line 3. Edge b encodes the two

operations on line 5: mem ops’ = mem_ops + buf and buf’ = 0.

2.2 Problem Setup

We model a program as a context free language £(G) C X* interpreted according to a tran-
sition assignment # : ¥ — TF(X). We are interested in computing an over-approximation
of the L(G)-reachability of the transition system defined by #. We represent this over-
approximation as a transition formula F' € TF(X) such that if p ﬂtf P, then we have that
[p,p'] &= F. This summary F' can be used to prove properties of the program: if F' implies
a property P holds, then P holds for the program because F' holds for all of its possible
executions.

Therefore, we can view our program analysis technique as a function S which maps
a context-free grammar G and transition assignment # : ¥ — TF(X) to a procedure
summary S(G,{f) € TF(X). The following definitions describe properties that hold for
the program analysis techniques presented in this thesis. We go further than soundness: we

guarantee that our techniques are monotone and local.

Definition 1. Consider a context-free language £(G) C ¥* and a transition mapping #f :

> — TF(X).
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A sound program analysis S has the property that:

(0 ZDs0) = 10,01 = S(G. )

Definition 2. Consider a context-free language £(G) C ¥* and two transition mappings
f:% — TF(X) and #' : ¥ — TF(X).

A monotone program analysis S has the property that:

(Vs € 3.4(s) = #'(s)) = S(G. 1) = S(G, )

Our setup also ensures a form of locality: because we represent programs as a pair (G, #f),
the summary S(G, #f) depends only on the operations that actually appear in the language
L(G). In particular, changes to the behavior of operations that do not appear in £(G) cannot
affect the resulting summary. Locality in this sense is therefore not an additional property

to verify, but a consequence of how we have chosen to formalize the problem.

2.3 Linear Abstractions of Transition Systems

This thesis presents techniques for computing the context-free reachability relation for several
classes of transition systems and leverages these techniques to compute procedure summaries.
Computing the context-free reachability relation of arbitrary transition systems is impossible,
even when we require that the transitions are definable as LIRA formulas. We may see that
this is true by observing that we can straightforwardly encode a Minsky counter machine
[43], a simple Turing-complete model of computation, into LIRA formulas.

Then, how do we use our reachability results to compute procedure summaries of systems
within our program model? The answer is that we abstract the program model as another

program which lies in a class for which the context-free reachability relation is computable.
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We then compute a transition formula defining the context-free reachability relation for this
abstraction and use it to compute an over-approximation of the context-free reachability
relation of the original program. This process follows the abstract interpretation recipe that
lies at the heart of many modern program analyses. In this subsection, we formalize what
an abstraction is and how we may use it to compute approximate summaries.

A linear term over variables X is a linear combination ) _. a,x with coefficients
a, € Q; we denote the set of all such terms LinTerm(X), and this space is a vector space
(isomorphic to X — Q).

An abstraction (f, ) of a transition system {f consists of another transition system #f" and
a simulation f from # to #’. In this thesis, we restrict our attention to linear simulations. The
standard notion of a linear simulation between labeled transition systems #f over variables X
and #’ over variables Y is a linear map f : Q¥ — QY such that for all s € ¥, if p i>gc p' then
f(p) =4 f(p'). Intuitively, this means that every transition step vy in # is simulated by a
corresponding step if,f/ in .

Since we work with transition systems in which transitions are specified as transition
formulas, we adopt an equivalent formulation of linear simulations in terms of substitutions;
this is notationally convenient because we can describe how variables of each system relate to
each other rather than defining a linear map. A substitution o : Y — LinTerm(X) uniquely
corresponds to a linear map f : Q% — QY via f(p)(y) = p(c(y)); the two are duals. Given
a substitution, o : Y — LinTerm(X), we use ¢ : YUY’ — LinTerm(Y) U LinTerm(Y"’)
to denote its extension to primed variables: d(y') = o(y). Given F € TF(Y), we write
F[o] € TF(X) to denote the formula obtained by replacing each variable according to . A
linear simulation between #f : ¥ — TF(X) and {f' : ¥ — TF(Y) is then a substitution
0:Y — LinTerm(X) such that #(s) = #'(s)[a] for all s € X.

We say that abstraction (o, #f’) tracks term ¢ if there exists some variable y of {f’ such

that o(y) = t. The terms tracked by an abstraction determine what information it retains
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about the original system. A best abstraction maximizes the space of tracked terms; we
formalize this in Chapter

Formulating simulations as substitutions is convenient for transferring reachability re-
sults. When o is a simulation from #f to #f’, if [p,p/] E F <= p i)y/ ', then F[g] soundly
over-approximates £>yc.

We use either a linear map or a substitution to define linear simulations wherever conve-
nient; we adopt the convention that alphabetical characters f, g, h, 7 denote linear maps and

greek letters o, k, 7 denote substitutions.

Example 2.3.1. Let X = {z1,22}, Y = {y}, ¥ = {a}, and consider the transition
assignments:

ffla) = oy = 2y N2y = 13 #'(a) =y =y

The substitution o(y) = x1 + x5 is a linear simulation from #f to #": we have #f'(a)[g] =

(2] + xf, = x1 + x3), and indeed #a) = #f'(a)[7].

The choice of simulation class determines what terms an abstraction can track. A linear
simulation allows the abstract system to track linear terms of the original state space. They
are also tractable: because simulations are linear maps, the algebraic questions that arise

when computing and combining abstractions reduce to standard problems in linear algebra.

2.4 Category Theory for Abstract Interpretation

As described in Chapter [I} the motivation of this thesis is to design program analyses which
have robustness properties guaranteeing that related programs will have related analyses.
Our work is presented within an alternative framing of the classic abstract interpretation

framework [14] using category theory. The goal of this alternative framing is to do for robust-
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ness what the classic abstract interpretation framework does for soundness. In this section,
we aim to introduce the category theory concepts that we use via analogy to classic abstract
interpretation concepts. For an introduction to the classic abstract interpretation framework,
see [14] or [44]; for a formalization of this category theoretic framing on abstract interpreta-
tion, see [37]; for more on category theory, see [58].

The following table displays the category theory concepts used in this thesis and their
counterparts in typical abstract interpretation. In this section we will formally define each

concept, then lend intuition to how they extend their counterpart.

Category Theory Abstract Interpretation Analogue
Category TS(X) Concrete domain/lattice

Object of category Element of domain

Arrow X — Y Lattice order X C Y

Subcategory Abs(X) Abstract domain/lattice

Reflection Optimal abstraction

Reflective Subcategory Existence of o in Galois connection
Functor Translation between lattices

Pushout Join

Table 2.1: Category-theoretic concepts and their abstract interpretation analogues.

A category C consists of:

A collection of objects 0bj(C)

For each pair of objects X,Y € 0bj(C), a collection C(X,Y") of arrows

For each triple of objects X,Y,Z € 0bj(C), a composition operator o : C(X,Y) —
C(Y,Z) = C(X, 2)

For each object X € 0bj(C), an arrow 1x € C(X, X)
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such that composition is associative, and for each X,Y € 0bj(C) and each f € C(X,Y)
we have folx =1y o f = f.

Categories can be used as a generalization of lattices from abstract interpretation, in
which the objects represent the elements of the lattice and the arrows represent ordering
relations. An important category in this thesis is the category TS(X) in which the objects
are labeled transition systems over the finite alphabet ¥ defined by transition assignments
and in which the arrows denote linear simulations. This category can be thought of as our
concrete domain in abstract interpretation terminology.

A subcategory D of category C is a category such that:

e its objects obj(D) are contained within 0bj(C)
e for all objects X,Y € obj(D), we have that D(X,Y) is contained within C(X,Y)

e all identity arrows and arrow compositions are preserved

A subcategory D of category C is full if for each pair of objects X,Y € obj(D) we have
that D(X,Y) = C(X,Y). In this thesis, subcategories are always full.

In this thesis, we define multiple subcategories Abs(3) of TS(X) which are analogous
to abstract domains for abstract interpretation. Elements of our domain of abstractions
consist of both an abstract object in Abs(X) and a simulation (arrow) from the concrete
object to the abstract object. Although it is possible to define a lattice structure over such
abstractions, reasoning about robustness properties in this setting naturally reintroduces
category-theoretic structure. It is useful, instead, to start from a category theory foundation
as we do here.

Consider a category C and a subcategory D. A D-reflection of an object X € 0bj(C)

consists of an object Y € 0bj(D) and an arrow f € C(X,Y) fulfilling the following universal
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property: For any other object Z € 0bj(D) and arrow g € C(X, Z), there exists an arrow
u € C(Y, Z) such that uo f = g}

A reflection is depicted in the following commutative diagram. In such diagrams, nodes
represent objects and labeled edges represent arrows. A diagram commutes if every directed
path between the same pair of nodes composes to the same arrow; here, commutativity
means v o f = g. Dashed arrows denote arrows whose existence is guaranteed by a universal

property — in this case, the reflective property.

Given a category C and a subcategory D, we say D is a reflective subcategory of C if
any object X € o0bj(C) has a D—reﬂectionﬂ Reflections generalize the notion of an optimal
abstraction from abstract interpretation. The property of a subcategory being reflective is
analogous to the existence of an « function in a Galois connection, which computes the most
precise abstract element for any concrete element.

We now interpret the notion of reflections in our category of transition systems. Let
Abs(X) be a subcategory of TS(X) for which the context-free reachability relation is com-
putable. Let T" € 0bj(TS(X)) be a transition system denoting the semantics of a program of

interest. The Abs(X)-reflection of T is a transition system U € obj(Abs)(X) and a linear

2The standard definition of a reflection additionally requires that u is unique, but this uniqueness is not
important for our purposes. For the remainder of the thesis, we use the weakened definition provided here.

3The standard definition requires only that reflections exist; we additionally require that they are com-
putable. Since we use reflections to compute program analyses, a non-constructive existence argument would
not suffice.
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simulation f from T to U. The universality property in the context of transition systems
means that for any other abstract transition system V' € obj(Abs(X)) and linear simulation

g from T to V, there exists a simulation u from U to V such that uo f = g.

TS(Y)

Simulation can be thought of as a decrease in precision; U and V' lose precision compared
to the original program 7', and the universality property states that V' loses precision com-
pared to the Abs(X)-reflection U. It is in this sense that the Abs(X)-reflection is the best
abstraction within the subcategory.

Functors allow us to describe how categories relate to each other. Functors play a role
analogous to structure-preserving translations between abstract domains. Given two cat-
egories C and D, a functor F' is a map sending every object X € 0bj(C) to an object
F(X) € obj(D) and every arrow f € C(X,Y) to an arrow F(f) € D(F(X), F(Y)) such

that:

1. For any f € C(X,Y) and g € C(Y, Z), we have that F(go f) = F(g) o F'(f)

2. For each object X € 0bj(C), we have F'(1x) = 1px)

A functor F' is faithful if for any arrows f,g € C(X,Y), if F(f) = F(g) then f = g; in
other words, F' is injective on arrows.
In order to compute reflections, our algorithms make use of pushouts (Chapter [3)).

Pushouts play a role analogous to joins in lattices by constructing a universal way to combine
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compatible abstractions. Consider a category C and three objects X,Y,Z € obj(C). A
pushout of two arrows f € C(X,Y) and g € C(X, Z) consists of an object P € 0bj(C) and
two arrows a € C(Y, P) and b € C(Z, P) such that:

e aof=bog

e this answer is universal: for any other object P’ € 0bj(C) and arrows ¢ € C(Y, P’)
and d € C(Z, P') such that co f = do g, there exists an arrow u € C(P’, P)f|such that

uoa=cand uob=d.

The diagram for a pushout is pictured below.

f
D 24

2.5 Parikh’s Theorem

A key technical tool that we use in order to compute context-free language reachability
relations is Parikh’s Theorem. The Parikh image of a word is a character count abstraction
of it; the Parikh image of the word w = abbac identifies that there are 2 a’s, 2 b’s, and 1 ¢

but loses all information about the relative ordering of these characters.

4Similarly to reflections, the standard definition of a pushout additionally requires that u is unique, but
this uniqueness is not important for our purposes. For the remainder of the thesis, we use the weakened
definition provided here.

37



The Parikh image [46] of a word w € ¥* is a function w(w) : ¥ — N mapping each
symbol s € 3 to the number of occurrences of s in w. The Parikh image of a language L is
defined as 7(L) = {m(w) : w € L}. For any context-free grammar G' = (N, %, R, ng), there is
a LIRA formula Parikh(G) that represents the Parikh image of £(G); its free variables are
{cs : s € ¥} and Parikh(G)[cs — m(s)] holds if and only if m is the Parikh image of some
word w € L(G).

The following is a polynomial-time procedure (quadratic in the number of production
rules) to compute Parikh(G) from any context-free grammar G = (N, X, R, ng). This is a
correction to the construction of [63], which has a bug in the connectedness constraints
which the formula presented here avoids by being explicit about nonterminals in the un-
derlying graph. The precise details of this construction are not necessary to understand the

contributions of this thesis; readers may skip to Chapter 3| without missing anything.

Formula Construction

Our construction is based on a connection between the Parikh image of a grammar and flows
through a related hypergraph. Our approach follows Verma et al. [63], who adapt a counting
technique for regular languages due to Seidl et al. [60]; we give a more complete presentation

and correct a bug in their connectedness constraints.

Definition 3. A directed hypergraph is a tuple (V, E) in which V is a finite set of vertices
and E is a set of hyperedges (v, S) consisting of a source vertex v and a multiset of targets

S:V —=N.

Definition 4. A flow in a directed hypergraph (V) E) is a triple (v, S, f) consisting of a

source vertex v, a multiset of targets S : V — N, and a flow mapping f : £ — N.
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Consistency formalizes the notion that the flow into each vertex is equal to the flow out
(with the exception of the start vertex v, which has an extra unit of incoming flow). A flow

(v, S, f) is consistent if for every v* € V, we have that:

+ Y fWL NS W) =S+ > f((v

(v',S"\eE < SeE

A flow (v, S, f) is connected if the following directed hypergraph is connected:
{o": (v, 9) € B, f((', ) > 0} U{v: S(v) > 0} {e € E': f(e) > 0})

We begin by describing our approach via example, then proceed by formalizing our ap-

proach in the following theorem. Consider the context-free grammar:

G=({PQ} {a,b,c} {P=QP=aQ=QbQ=c},P)

We have that £(G) = {a}U{b"c : n € N}. We may associate G with the following directed
hypergraph, which introduces nodes for the nonterminals, terminals, and production rules
of the grammar and connects them with hyperedges; the nonterminals are connected to the
production rules that could possibly consume them and the production rules are connected
to the nonterminals and terminals that they produce. All diagrammed flows are consistent.
Observe that connected and consistent flows correspond to valid derivations of words in the

grammar, while the disconnected flow does not.
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Connected
P—-a

P=0

Q= 0b

Connected
P — b0

Disconnected:
No Valid Derivation
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The following theorem formalizes the construction of this directed hypergraph and mo-

tivates the construction of our Parikh image formula.

Theorem 1. Let G = (N, 3, R,ng) be a context-free grammar. Consider the directed hy-
pergraph (N UX U R, E), in which:

E={(n{(n,p)}):(n,B) € R}U{{(n,er...e,),{e1,...,en}) : {n,e1...e,) € R}

For any m : ¥ — N, we have that m € 7(£(G)) if and only if there exists a consistent and

connected flow (ng, S, f) such that S(s) = m(s) for all s € ¥ and S(e) =0 foralle € NUR.

Proof. (=) Assume that a function m : ¥ — N is in 7(£L(G)). Then, there exists some
word w € L(G) such that m = 7(w). There exists a connected and consistent flow (ng, .S, f)
meeting the conditions above in which f maps each production rule r to its number of
usages f(r) in the derivation of w, and each nonterminal n to the number of times f(n) it
was introduced by the right hand side of one of those production.

(<) We proceed by induction on 3, n >7, sy f({n, S)). For the base case, when this
sum equals 1, the flow corresponds to a single path from ny to a production rule whose
right-hand side consists entirely of terminals. The derivation is then a single application of
this rule.

For the inductive step, there always exists a production rule incident to ny with positive
flow, such that deleting one unit of flow from ngy to this rule and one unit from each edge
exiting the rule yields several smaller consistent and connected flows. By the inductive hy-
pothesis, each admits a derivation; combining these derivations under the selected production

rule yields the full derivation. O]

Connectedness requires the following helper lemma to be easily encoded. The connected-

ness constraint in [63] is vacuously satisfiable — their distance variables can all be set to zero
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and satisfy their constraints, allowing disconnected flows to be models of their formula. Our

formula avoids this pitfall by treating nonterminals uniformly with terminals in the flow.

Lemma 1. Let (V, E) be a directed hypergraph and let (v, S, f) be a consistent flow. Then
(v, S, f) is connected if and only if there exists a mapping d : V' — N such that d(v) = 1 and
for every edge (w, ") € E with f({(w,S")) > 0 and w # v, there exists an edge (u, S”) € E
with f((u,S”)) > 0 and d(u) < d(w).

Proof. (=) If the flow is connected, define d(w) as the distance from v to w in the induced
hypergraph. For every edge (w,S") € E with f({(w,S’)) > 0 and w # v, w has an immediate
predecessor u on the shortest path from v for which d(u) < d(w).

(<) Suppose d exists satisfying the condition above. Suppose, for purposes of obtaining
a contradiction, that the flow is not connected. Let C' be the set of vertices of the induced
hyper-graph that do not have a path to v, and let w € C' minimize d(w) over all vertices
in C'. By flow consistency, w must have some outgoing flow. Then, by the assumptions of
the lemma, there must be some incoming edge (u,S”) such that S”(w) > 0 and such that
d(u) < d(w). However, this contradicts the minimality of w. Therefore, the flow is connected.

]

We are now fully equipped to define our formula. Consider a context-free grammar G =
(N, 3, R,ng) and the associated directed hypergraph (N U X U R, E) described in Theorem .
Define variables ¢, for all s € ¥ (representing the flow targets S), variables f, for all e € E

(representing our flow map f), and variables d, for all v € N UX U R (representing the map
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d from Lemmall)). We define:

Consistency = Vs € X. Z for snS'(s) =
(v',S"YeE

A Yv e NUR. 1U Z f/s/ Z fUS’

(v',S"YeE (v,S"YeE

Connectedness £ V(w,S) € E. w#nyA fu.sy >0
=/ du<dy,
(u,S")eE

S (w)>0

A dyy =1

Parikh(G) 2 3{f, e € E},{d, :v € XUNUR}. Consistency A Connectedness
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Chapter 3

Foundations

This section introduces the reader to the formalisms used in the rest of the thesis. Specifically,

it aims to introduce:

1. our end-to-end recipe for computing procedure summaries
2. the use of Parikh’s Theorem to compute context-free reachability relations

3. a formalized divide-and-conquer approach to computing reflections

To elaborate, the first section formalizes the general steps of our analysis techniques and
how they guarantee the robustness properties of monotonicity and locality. The next two
sections describe an inter-procedural analysis technique that has these robustness properties
and uses vector addition systems (VAS) as its abstract domain. We begin by showing that
Parikh’s Theorem enables us to compute the context-free reachability relation of VAS, and
continue by showing that we can compute the most precise VAS abstraction, or VAS reflec-
tion, of any program. We finally investigate the category theoretic foundations underpinning
our technique for computing reflections, yielding a framework that simplifies the descriptions

of computing reflections in later chapters.
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3.1 Analysis Recipe

In this thesis, we present program analyses that are sound, monotone, and local. This section
describes how we do so. Given a context-free grammar G describing the control structure
of a program and a transition assignment #f : ¥ — TF(X), we aim to compute a formula
F € TF(X) over-approximating the £-reachability relation of #, as described in Section .

Recall that TS(X) refers to the category in which the objects are labeled transition
systems over ¥ that are defined with a transition mapping; in other words, the category of
our input programs. Each program analysis presented in this thesis defines a subcategory

Abs(X) of TS(X), and computes summaries via the following common recipe:

1. We compute the Abs(X)-reflection (f, T') of #, consisting of a labeled transition system
T =(Q",—r) € obj(Abs(X)) and a simulation f from #f to 7.

2. We compute a transition formula F precisely defining the £(G) reachability relation
of T
£(G)
(0,0 ) EF <= p——1/
3. Letting o be the substitution corresponding to f, we take F[g] to be an over-

approximation of the £(G)-reachability of .

Theorem 2. Consider a program defined by context-free language £(G) C ¥* and transition
assignment ff : ¥ — TF(X). Program analyses following the above recipe are sound and

monotone.
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Proof. First, we may observe that this recipe always produces sound analyses:

£(G) £(G)
p—=y4p = flp) —=rp

= (f(p), f(V) EF

= [p.p] = Flo]

Now, we can observe that this recipe always produces monotone analyses. Consider tran-
sition assignments f : ¥ — TF(X) and #f' : ¥ — TF(X) such that #(s) = #'(s) for all
s € ¥. Then, the identity function I is a simulation from # to #’.

Let (f,T) and (f',T") be Abs(X)-reflections of #f and {f’ respectively. Since (f,T) is a

reflection, there exists a simulation v from 7' to T making the following diagram commute:

We know that the arrow u exists in the above diagram because f’ o I is an arrow from {f
to T" and (f,T) is a reflection. Then, since u is a simulation from T to T”, we have that if
f(p) =1 f(p') then u(f(p)) =1 u(f()).

Then, as in step (2) of the recipe, let I € TF(X) and F' € TF(X) be formulas such
that:

£(G) £(G)
p,pIEF <= p——=1/p p, Pl EF = p—=Spp
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Let ¢ and ¢’ be the substitutions corresponding to linear maps f and f’. We may now

conclude the monotonicity property:

L(G)

(p,0)) E Flo] = [(p) —=1 f(¥)
L(G)

= u(f(p)) —>r u(f(p))
L(G)

— f'(p')

= [p, 0] = F'[0"]

= f'(p)

]

The remainder of this chapter will describe a program analysis technique which instantiates
this recipe with the abstraction subcategory of wvector addition systems (VAS). First, in
Section 7 we convince ourselves that step (2) is possible for this abstraction class: for
any VAS, we may compute a transition formula F' precisely defining its £(G)-reachability
relation. Then, in Section , we describe how we achieve step (1) - how we compute the VAS
reflection of any LIRA transition assignment. We generalize our technique for computing VAS
reflections in Section extracting a category-theoretic recipe that will be used in future

chapters.

3.2 VAS Reachability via Parikh’s Theorem

Vector Addition Systems are a class of transition systems that have historically been used to
model concurrent systems, and in which each operation adds a fixed offset to each variable
independently [34]. VAS are classically defined over counters in N, but here we work with a

rational-valued extension inspired by the integer-valued extension of Haase and Halfon [27].
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Definition 5. A VAS transition over a set of variables Y is a transition formula in TF(Y")

of the form:

Nv =y+aq,
yey

where a, € Q for every y € Y.

Definition 6. A Rational Vector Addition System over a set of variables Y and finite
alphabet ¥ is a transition assignment V : 3 — TF(Y") in which V(s) is a VAS transition for

every s € 3. We write Offset(V, s, y) for the rational a, in V(s).

A notable feature of VAS transitions is that they commute under sequencing. The sequen-
tial composition of two VAS transitions V(s) and V(s') is the same net increment regardless
of order: Offset(V,s,y)+ Offset(V, s',y) for all y € Y. Because of this, the £L(G)-reachability
of any VAS depends only on how many times each symbol appears in a word, not on the
order in which they appear. This is precisely the information captured by the Parikh image

of £(G), making it the natural tool for computing the £(G)-reachability relation of VAS.

Theorem 3. Let V be a VAS over a set of variables Y and finite alphabet 3. Let £(G) C ¥*
be a context-free language. In polynomial time, we can compute a transition formula F €

TF(X) such that:

£(G)
(p.p) BT = p——v/

Proof. We may define F' as:

F23{c,:5€X} <Pam’kh(G) A /\ v =y+ Z Offset(V, s, y)cs>

yey SEX

(=) Observe that if (p, p/) = F', then there exists some valuation of {¢; : s € X} satisfying

the rest of the formula; let m : ¥ — Z be that valuation. By the definition of Parikh(G), there
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exists some word w € L(G) such that m = w(w), i.e., m(s) = m(w)(s) for all s € . Since ¢y is
instantiated with value m(s), we have ) __s. Offset(V, s,y)cs = > 5, Offset(V, s, y)m(w)(s)
for all y € Y. This is precisely the increment applied by the composition of VAS transitions

along w. Therefore, we have that p ﬁv 0.

(<) Ifp L9, p’ then there exists some w € £(G) such that p = p’. Then we have that F
holds, instantiating ¢, with value 7(w)(s) for all s € ¥: Parikh(G) holds because w € L(G)

and the rest holds by the commutativity of VAS operations. n

Example 3.2.1. Let X = {a,b}, Y = {y}, and consider the VAS V defined by:

V) £y =y+1 Vb)£y =y-—2

and the context-free language £(G) generated by:

G = {P},{a,b} ,{P = aPb,P = a},P)

which is the language {a"™b" : n > 0}. The Parikh image of £(G) is characterized by

Parikh(G) £ ¢, = ¢, + 1 A ¢, > 0. By the theorem, the £(G)-reachability of V is:

F23c,c(ca=cr+1ANcy, >0ANY =y+cy — 2c)

Theorem [3| shows us that we can precisely summarize the behavior of a VAS over a
context-free language, making it a suitable class of abstractions for our program analysis
recipe. The key idea involved was to exploit the commutativity of VAS operations and use

the Parikh image of a context-free language

49



Chapters and [0] describe abstract domains related to vector addition systems that
are suitable for program analysis. These other domains are not, however, commutative. We
solve their associated reachability problems by translating them to a related problem that
is fully commutative and using the Parikh Image analogously to the above construction.
This pattern yields a generalized recipe for using Parikh Images to analyze a certain class of

non-commutative transition systems, and this is the subject of Chapter [7]

3.3 VAS Reflections of Programs

This section describes a technique to compute the VAS reflection of a program, which is the

most precise VAS abstraction of it for program analysis.

Example 3.3.1. Let ¥ = {a,b}, X = {1, 22}, and consider the transition assignment
if defined by:

ffla) £ i =+ 1Ay =21+ 1 #fb) 2t =a —1A2h =29+ 1

This transition assignment is not a VAS; observe that {f(a) is not a VAS transition.
However, we can define a VAS abstraction of it that tracks the sum 1 +z5. Let Y = {y}

and define the VAS U by:

U) 2y =y+2 UL 2y =y

The substitution k(y) = x; + z» is a linear simulation from # to U: for each s € 3, one

can verify that #{(s) = U(s)[r]. This example highlights one of the benefits of defining our
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abstractions with linear simulations; even when no individual variable can be abstracted
we can still extract relationships between variables.
U is not the most precise VAS abstraction of #: we can also track the difference x; —xs.

Let Z = {z1, 2o} and define the VAS V by:

V)22 =z +2N2=2 VO 22 =2 Azh=2—2

The substitution o(z;) = x1 + 22, 0(22) = 1 — x5 is a linear simulation from #to V', and
V is the VAS reflection of #: any VAS abstraction of #f can only track linear combinations
of 1 + x5 and x; — x5 because this is the total space of linear terms over X. Then,
there is a simulation 7 from V to any such abstraction. In particular, the substitution

7(y) = 2z witnesses the arrow from V to U in the diagram below.

TS(X)

In the category TS(X), the objects are labeled transition systems over ¥ defined
by transition assignments, and the arrows are linear simulations between those systems.
Our input program ff is an object in this category. VAS(X) is a subcategory therein, in
which the objects are VAS (and the arrows are, again, linear simulations).

The VAS reflection of # is the VAS V and the linear simulation ¢ from # to V. This
object has the property that for any other VAS U/ with a simulation « from # to U, there

exists some simulation 7 from V to U. We saw in Subsection [3.1]that this property implies
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that the summary computed from the reflection is at least as precise as the summary

computed from any other VAS abstraction.

We can compute VAS reflections via a divide-and-conquer approach. First, we show that
we can compute VAS reflections of individual transition formulas. We then show that we
can combine two reflections over disjoint alphabets into a single reflection over the union of
their alphabets. Together, these form an approach for computing the VAS reflection of any
system ffin TF(X): compute a reflection of #f restricted to s for every s € ¥ then repeatedly

combine these individual reflections to form a global one.

3.3.1 Per-Letter VAS Reflections

This section details an approach to computing a VAS reflection V : ¥ — TF(Y) and
simulation o : Y — LinTerm(X) of a transition assignment # : ¥ — TF(X) in the special
case that X consists of a single character s. In other words, we show that any transition
formula F' € TF(X) has a best abstraction as a VAS transition formula.

Every variable of any VAS abstraction of #f represents a linear term over X. We can define

the set of pairs (t,0) over X for which #{(s) increments term ¢ by o as:

VASTerms(#(s)) £ {{t,0) : #f(s) =t =t + o}

This set is a vector space, a subspace of LinTerm(X) x Q: it is closed under addition
and scalar multiplication. There exists a finite basis for this set. Informally, by constructing
a VAS abstraction which encodes this finite basis, we are able to represent the whole set
VASTerms(#(s))and guarantee that this abstraction is a reflection.

We can compute a basis for VASTerms({#f(s)) via Algorithm [1} which is a special case of

the symbolic abstraction algorithm of Reps et al. [55]. The condition that transition formulas
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are satisfiable, stated in their definition in Chapter [2| guarantees the existence of a model

m satisfying #(s) on line 1.

Input: Transition formula #{(s), variables X
Output: Basis of VASTerms(#(s))

1 m < model of #(s)

2 ans < {(x,m(z') —m(z)) : x € X}

3 ¢« ff(s)

4 while v is satisfiable do

5 m < model of

6 B+ {{x,m(2) —m(z)) :z € X}

7 ans < basis of span(ans) N span(B)
8 w%w/\_'</\<t,o>€anst/:t+o>

9 return ans
Algorithm 1: Compute Basis of VASTerms(#(s))

With a basis (t1,01),..., (tn,0,) for VASTerms(#(s)) in hand, we may define the VAS-

reflection of #f to be the following:
V(s) £ /\yz/ =Yt o
i=1

o(y:) =t

Lemma 2. Let f : ¥ — TF(X) be a transition assignment over the singleton alphabet
(|| =1). (0,V) is a VAS reflection of .

Proof. Let U : ¥ — TF(Z) and simulation  : Z — LinTerm(X) from #f to U be a different
VAS abstraction. We will show that there exists a simulation 7 from V to U such that

00T = K.
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Consider variable z € Z of Y. We must have that (k(z), Offset(,s,z)) is in
VASTerms(#(s)): if #(s) holds, then U(s)[x] holds due to the linear simulation s, and
a conjunct of this formula is &(2") = R(z) + Offset(U, s, z).

Then, since (t1,01),...,{tn,0,) is a basis for VASTerms(#{(s)), for each z € Z there
must exist coefficients ay, ..., such that (k(z), Offset(U,s,z)) = > . @i (t;,0;), and in
particular such that Offset(U,s,z) =), a;0;.

Let 7: Z — LinTerm(Y') be the substitution such that 7(z) = >""" | a;y; for each z € Z.
One may observe that 0 o 7 = k.

It remains to show that V(s) |= U(s)[7] for all s € . This holds because V(s) asserts

y: = y; + o; for each i, so for each z € Z:
7(¢) = Z ay; = Z%(yi +0;) = 7(2) + Offset(U, s, z)

where the last equality uses Offset(U, s, z) = ), ;0.

Therefore, 7 is a simulation from V to U, and so {o,V) is a VAS reflection of . O

3.3.2 Combining VAS Reflections of Disjoint Alphabets

This subsection shows how, given VAS reflections of #|s, and f#|s, for a partition (3, ¥X,)

of ¥, we may combine them into a reflection of # This procedure, in combination with
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the previous subsection’s technique for computing the VAS reflection of #f|;s, can be used
to compute the VAS reflection of any transition assignment: compute a reflection for each
character, and combine them all together.

The key challenge in this combination problem is that the two reflections can track dif-
ferent linear terms of the original transition assignment, and therefore operate over distinct
abstract state spaces. Computing a reflection of # requires finding a maximal common ab-

stract state space that both reflections simulate to. Consider the following example.

Example 3.3.2. Consider the following transition assignment # over alphabet ¥ =

{a,b}:

fla) =2y =z +1A2h =29 +2 #fb) 2 2|+ rhy=a1+ 25+ 5

Consider the partition 3y = {a}, X3 = {b} of ¥. The VAS-reflections (oy, V) and

(09, Vo) of #fls, and #|s, respectively are:

Vi) 2y =y +1Ayy =y +2 V(b)) 221 =2 +5

oi(y1) =21 o1(y2) =22 02(21) = 21 + X2

The reflection of ff|y, tracks both z; and x5, but the reflection of #]y, only tracks
x1 4 5. The reflection of #f cannot track x; or x5 because no VAS abstraction of #|y, can
track these terms, evidenced by the fact that there is no way to form these terms as a
linear combination of the terms tracked by the reflection (o9, V5). However, the reflection
of #f can track x; + x5 because this term can be expressed as a linear combination of the

variables of the reflections of both #|s, and #|s,.
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Then, informally, our approach for computing the reflection of #f from reflection of
partitions of its alphabet is to find a basis for the greatest space of possibly trackable
terms that is common between the two reflections, and to compute a VAS that tracks a
basis for this space. In this example, that common space is span({x; + z2}), and so the

VAS-reflection (o, V) of #f is:

Via) = w' =w+3 V) 2w =w+5

o(w) =z + x9

We have that o is a simulation from #f to V), and therefore that ¢ is a simulation from
#fls, to V|g,. Since (oq, V) is a VAS reflection of #|x, and o is a simulation from #|s, to
V|s,, there exists a simulation x; from V; to V|g, such that oy o k1 = 0. Symmetrically,

there exists a simulation x5 from Vs to V|s, such that o5 0 ky = 0.

ri(w) = y1 + Yo Ko(w) = 2

Displaying the reflective property of V in a category-theoretic commuting diagram is
complex because the transition systems inhabit different categories. We cannot put V;
and Vs in the same category because they operate over different alphabets, and therefore
simulations would be ill-defined.

Instead, our diagram contains distinct categories for each alphabet considered in this

example: ¥y = {a}, ¥y = {b}, and ¥ = {a, b}.
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CAT

TS(T,) _VAS(E)

The m; functor describes how objects in TS(X) (and in VAS(X)) can be restricted
down to objects in TS(X;) (resp. VAS(X,)). Formally, we have 71 (#) = #|s, and m(0) =
0. The other functor m, is defined analogously.

The key takeaway from this diagram is that our combination procedure is actually
taking place across 3 distinct categories. This section describes a technique for combining
VAS reflections, and the next section (Section extracts from this technique a gen-
eralized recipe for combining reflections. Informally, this recipe requires (1) a common
base category where the above 3 categories can be combined and (2) a mechanism for

transferring the resulting constructions back into the original categories.

We continue by describing a technique for combining VAS reflections over partitions
(31,335) into a global reflection over .

Let (o1 : Y — LinTerm(X),V; : £; — TF(Y)) be a VAS reflection of |, : ¥; — TF(X)
and let (09 : Z — LinTerm(X),Vs : X9 — TF(Z)) be a VAS reflection of #y, : Xy —
TF(X). Our goal is to compute the VAS reflection (o, V) of ff: ¥ — TF(X).
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Our first step is to compute 0. We can express the space of terms that a VAS reflection

of # could possibly track as:

span({o1(y) : y € Y}) Nspan({oa(z) : z € Z})

Let t1...t, be a basis for this space. Let W be a fresh set of n variables. Let o : W —
LinTerm(X) be the substitution such that o(w;) = t;.

Since all t; were in span({oi(y) : y € Y'}), there must be a substitution x; : W —
LinTerm(Y') such that oy(k1(w;)) = t; = o(w;). Symmetric reasoning argues for the ex-
istence of a substitution ks : W — LinTerm(Z) such that oy 0 Ky = 0.

We may now compute V such that o is a simulation from f# to V. Below, x;(w)(y) refers

to coefficient of y in the term xy(w) € LinTerm(Y'). We define V : ¥ — TF(W) by:

For s € ¥, V(s) & /\ w' =w+ ZH1(w)(y)0ﬁ3€t(V1a57y)

wew yey
For s € ¥, V(s) = /\ w =w+ Z ra(w)(z) Offset(Va, s, 2)
weW z€Z
The substitution k; is a simulation from V; to V|s,: for each s € ¥, Vi(s) asserts
y' =y + Offset(Vy, s,y) for each y € Y. Then, we may conclude by the linearity of x4, for all
we W:

K1 (wl) = Rl(w) + Z K1 (w>(y) 0ﬁ8€t(V1, S, y)

yey
which is precisely a conjunct of V(s)[£;]. Similarly, k9 is a simulation from V, to V|s,.
Since 0 = 01 0 K| = 09 0 Ky, the simulation condition #(s) = V(s)[a]| follows immediately

from the simulation conditions of V; and V.
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Example 3.3.3. Returning to Example [3.3.2] we now show how the above technique
allows us to compute (o, V) from (oy, Vi) and (02, V).

First, we observe that:

span({o1(y1), 0a(y2) 1) Nspan({oa(ys)}) = span({z1, za}) Nspan({zy + 2}

— span({: + 2})

A basis for this set is the term z; + x9. Define a set of variables W = {w}. We may
define o : W — LinTerm(X) by o(w) = x1 + 3.

There exist k1 and Ky such that 01 0 k1 = 0 = 03 0 Ka:

ri(w) =11 + Yo Ko(w) = 2

We may now compute V such that ¢ is a simulation from # to V.

Lemma 3. Let #f: ¥ — TF(X) be a transition assignment over a finite alphabet . Let
(¥1,%9) be a partition of X. Let (o1,V) be a VAS reflection of #]y, and let (o2, Vs) be a
VAS reflection of #|y,. (0,V) is a VAS reflection of f.
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Proof. Let V' : ¥ — TF(V) and simulation ¢’ from {f to V' be a different VAS abstraction.
We will show that there exists a simulation 7 from V to V' such that o o7 = ¢’.

It is the case that V'|y, and ¢’ are an abstraction of #|x,. Because (f,V;) is a reflection
of #fls,, there exists a simulation x| from V; to V'|s;, such that oy o k| = ¢’. Symmetrically,
there exists a simulation s} from V, to V'|y, such that o9 o k), = ¢’.

Because x| and &, exist, we know that o’(v) € span({o1(y) : y € Y})Nspan({oa(z) : z € Z})
for all v € V. Since o(wy),...,0(w,) is a basis for this space, there exists a unique
7 : V. — LinTerm(W) such that o o 7 = ¢’. Since 0 = 07 o k1, uniqueness of 7 implies
k10T =k} and kg o T = K),.

It remains to show V(s) = V'(s)[r] for all s € 3; we handle s € ¥, with ¥y symmetric.
Since &) is a simulation from V; to V', we have Vi(s) = V'(s)[s}], i.e., K(v') = K}(v) +
Offset(V', s,v) under V;(s) for each v € V. Since V;(s) asserts y' = y + Offset(Vy, s,y) for

each y € Y, we conclude:

Offset(V', s,v) = Z k1 (v)(y) - Offset(V1, s,y) Zlil ) - Offset(V1, s,y)

yey yey

where the second equality uses xj = 1 o 7. Since V(s) asserts w' = w + >_, oy k1 (w)(y) -

Offset(Vy, s,y) for each w € W, we have under V(s):
7( Z ki (T ) - Offset(Vy, s,y) = 7(v) + Offset(V', s,v)
yey

Thus V(s) = V'(s)[7] for all s € ¥ and so 7 is a simulation from V to V', and (o,V) is a

reflection of #. O]

The following theorem should be no surprise:

Theorem 4. For any transition assignment #f : ¥ — TF(X) over a finite alphabet X, we

can compute the VAS reflection (o,V) of {f in polynomial time.
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Proof. We can use Lemma [2| to compute VAS reflections (o5, Vs) of #f]s for all s € ¥. We
may then repeatedly use Lemma |3|to combine these reflections into a single reflection (o, V)

of #. O]

3.4 A Category-Theoretic Generalization of Comput-
ing Reflections

The previous two sections described a divide-and-conquer approach to computing VAS re-
flections of transition assignments. Our technique computed the reflection of the transition
system restricted to each character, then combined these reflections to form a reflection of
the full system. This subsection aims to generalize the steps of this abstraction process to
a recipe that can be applied to the other abstract domains presented in this thesis. The
necessary ingredients are (1) a technique for computing a reflection of a singleton transition
formula system and (2) a technique for computing a reflection of a transition formula system
over X from reflections of that system restricted to partitions (3, X) of X.

The process of computing the best reflection of a singleton transition system is, in some
sense, already generalized under the symbolic abstraction framework of [55]. We were able to
identify that the space of terms that any VAS abstraction could possibly track had a finite
generator representation (in particular, the space was a vector space and had a basis). Reps
et al. [55] gave us algorithm to computing this generator representation, and we were able
to compute the reflection directly from the generators. The guarantee that the reflection
simulated any other abstraction (and therefore was best) was a direct consequence of the

fact that these generators generated the space of possibly trackable terms.
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The process of combining reflections requires a more thorough investigation. Given two
VAS-reflections (o1, V1) of ffls, and (o9, V) of #|s,, we constructed the VAS reflection (o, V)
in two steps.

Our first step was to compute o, and for that we did not use any information from V;
or V,. Instead, we used linear algebra to complete the following commuting diagram in the

most general way:

We defined o = k1 0 01 = kg 0 09. This was a pushout, as described in Chapter [2] in the
category of vector spaces VS.

In our second step, we computed a VAS V such that ¢ was a simulation from # to V. To
do so, we used k; (and ky) to compute Vs, (resp. V|g,). And so, informally speaking, we
required that we could compute objects in VAS(X;) (resp. VAS(3;)) which were simulated
via arbitrary arrows from VS.

What follows is a category-theoretic formalization of the above intuition. We are able to
distinguish the category in which the pushout is computed from the categories which the
transition systems inhabit. We are also able to formalize the property that we can interpret

the results of the pushout in our original categories. To formalize the relations between the
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categories of transition systems over different alphabets and the underlying category of their
state space, we use concrete categories [3].

Let Base be a category. A concrete category over Base is another category C along with
a faithful functor ¢ from C to Base. The faithfulness of this functor implies that arrows in
C map to distinct arrows in Base.

To make this concrete, consider the following two categories:

1. the category TS(X) of transition systems over a finite alphabet 3 defined by transition

assignments in which the arrows are linear simulations

2. the category VS of finite-dimensional vector spaces over the rationals in which the

arrows are linear functions

The category TS(X) is a concrete category over VS, witnessed by the faithful functor ¢
which maps each transition system 7" = <QX , —>T> in TS(X) to the underlying state space
Q*, and which maps each arrow in TS(X) to the same linear function in VS. Every sub-
category of TS(X), including the category VAS(X) of VAS, is similarly a concrete category
over VS.

We may now formalize the first ingredient necessary for our combination procedure. To
compute an Abs(X)-reflection of # from an Abs(X;)-reflection of #|x, and an Abs(Xs)-
reflection of fy,, we require that Abs(X), Abs(X;), and Abs(3;) are concrete categories
over a common base category Base which admits pushouts. In our VAS example, we had
that VAS(X), VAS(X;), and VAS(X,) were concrete categories over VS, and we used the
pushout of VS to compute the simulation of our combined reflection.

The other necessary ingredient, defined formally below, is that we can lift arrows in the
base category to arrows in the concrete category. In the VAS combination step, this amounted
to taking the pushout maps x; and ks and constructing the combined VAS V from V; and

Vs such that k1 is a simulation from V; to V|y, and ks is a simulation from Vs to V|sx,. We
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will find in subsequent chapters that this lifting is not possible over VS for more complex

abstract domains, and that we therefore must enrich our base category.

Definition 7. Let C be a concrete category over Base with functor ¢. We say C' is
cofibered] over Base if for every object X of C, every object Y of Base, and every ar-
row f € Base(¢(X),Y), there existd] an object Z of C and an arrow g € C(X, Z) with
#(Z) =Y and ¢(g) = f, such that for any object Z’ of C and arrow ¢’ € C(X, Z’) for which
there exists v’ € Base(Y, ¢(Z')) with «’ o f = ¢(¢’), there exists an arrow u € C(Z, Z') with

¢(u) =v anduog=g.

This property represented in the following commutative diagram, in which we have that

f=09(g) =6(¢) and Y = ¢(Z) = ¢(Z'):

The previous section used the fact that VAS(3,) is cofibered over V'S in order to compute
V|s, from V; and k1. As we explore more complex abstract domains in subsequent chapters,

we will find that these domains are not cofibered over VS; there will exist linear functions

'The name arises from fibered categories, which is the same condition but with the arrow f reversed:
given f € Base(Y, ¢(X)) pointing into the state space of X, a cartesian lift exists. See [58].

2The standard definition of a fibered/cofibered category additionally requires that Z and g are unique,
but this is not required for our purposes. For the remainder of this thesis, we adopt the weakened definition
of cofibered categories.
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f which are not valid simulations between transition systems in our abstract domain. To
recover the cofibered property, we will need to enrich the structure of our base category
while retaining computable pushouts.

We formalize our category theoretic recipe for combining reflections via the following

theorem.

Theorem 5. Let Abs(X) be a family of subcategories of T'S(X). If there exists a category

Base such that for all finite alphabets > we have:
1. TS(X) is a concrete category over Base

2. Base admits pushouts
3. Abs(X) is cofibered over Base

then for all partitions (31, 35) of a finite alphabet ¥ if Abs(3;) and Abs(X,) are reflective
subcategories of TS(X;) and TS(X,) respectively, then Abs(X) is a reflective subcategory
of TS(X).

Proof. Our proof operates in the following diagram. The functors ¢, ¢; and ¢ are the faithful
functors evidencing that TS(X;), TS(X,), and TS(X) are concrete categories over Base (by
assumption 1). The functor 7; sends every transition system 7' in TS(X) (and Abs(X)) to
m(T) = T|g, in TS(X) (resp. Abs(X)) and every linear simulation f to 7(f) = f. The

functor m, is defined symmetrically with X5 in place of ¥.
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CAT
TS(X))” abs(z))

b2 ¢]

Base

TS(Y) Abs(Y)

TS(Z,) _Abs(X,)

Let #f be any object of TS(X). Since Abs(X;) and Abs(Xs) are reflective subcategories,
let (f1, A1) and (fy, As) be the Abs(X;)- and Abs(X,)-reflections of w1 (#) = #|x, and mo(#f) =
#f|s,, respectively. We will construct the Abs(X)-reflection (f7, A7) of #f and verify universality.

The arrows ¢1(f1) : ¢(#f) = ¢1(A1) and ¢o(fa) : @(#f) — ¢2(A2) are arrows in Base. By
condition (2), let (W, hy, ho) be a pushout of ¢1(f1) and ¢o(f2) in Base, so that hyo¢(f1) =
hy © ¢2( f2).
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CAT
TS(X))” abs(z))
7

£ Base
ﬂl ﬂl(tf) A] ¢1
&)
P(tf) =P}, (A))
74
TS(2) Abs(%) ) h
&
tf
¢2(A2)T>W

&)
45)

5
m(tf) —2( Ay ¢2

TS(Z,) _Abs(X,)

By condition (3), Abs(3;) is cofibered over Base. Applying this to A;, W, and h; €
Base(¢(A;), W), there exists an object A4; of Abs(2Z;) and an arrow g; € Abs(2;)(A;, A;)
with ¢y (A;) = W and ¢y(g1) = hy. Symmetrically, Abs(X,) is cofibered over Base, yielding
Ay in Abs(X) and gy € Abs(2;)(As, Ay) with ¢o(Ay) = W and ¢y(g2) = he.

Since a transition system over ¥ = 3; U Y5 is precisely a pair of transition systems over
Y1 and X, sharing a common state space, TS(X) can be identified with the fibered product
TS(31) X pase TS(X2), the category in which the objects are pairs (17,T5) € obj(TS(X;) X
0bj(TS(Xs) such that ¢(T7) = ¢(T3) and in which the arrows are pairs (hy, ha) with ¢1(hy) =
¢2(hg). In this case, we may define A; to be the pair <14L,/Ig> and f; to be the pair
(910 f1,92 0 f2). We define our TS(X)-reflection of # to be (f7, As).
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CAT

TS(X))™ absz)”

Ve g 1
P / Base

ﬂl ﬂl(tf) A] ¢1
&)
() = gh, (A1)
74
TS(Z) Abs(Z) b h
£ A b
tf

Do) =P

M )
45) g/vl‘iz

m(tf) e Ay ¢2

TS(Z,) _Abs(X,)

Universality. Let (f’,A’) be any Abs(X)-abstraction of #. Since (f’ m(A4")) is
an abstraction of m(#) and (fi, A1) is its reflection, there exists a simulation ¢; €
Abs(X1)(Aq, m(A")) satisfying cio f1 = f/. Symmetrically, there exists co € Abs(35)(As, ma(A))
satisfying coo fo = f'. Because ¢(c1) 0o (f1) = ¢(f') = ¢(ca) 0@(f2), the universal property of
the pushout (W, a,b) yields a unique arrow u : W — ¢(A’) in Base such that uwo h; = ¢(¢;)
and u o hy = ¢(cg).
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CAT

TS(X))™ absz)”

P ’ g/’ ! Base
m(t9) o ¢1
T NI )
(f)
O e S/ 210:9))

4
TS(2) ; Aps()™ )
2 ? ¢
e~
P N o) =W,

%) A,
.
my(t6) Ay ¢2
_( Q—b HQ(A')
TS(Z,) _Abs(X)

Since Abs(X;) is cofibered over Base, the existence of the arrow u from W to ¢(A’)
implies the existence of a simulation u; from A; to m (A’) such that ¢1(u1) = u. Symmetric
reasoning says that there is a simulation u, from A, to mo(A”) such that ¢o(uz) = u. We may

define the simulation u; from A, to A" as us = (uy, ug).
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CAT

TS(Z))” absz)”

P 4 g/’ L Base
7, (t£) A . v ¢1
4 NI
(f)
O e S/ 210:9))

4]
TS(2) ; Aps()™ )
> x ¢
el G
P v N e
. A hy .
)
71'2 Az

f g/' Vi
”z(tf)—(Az . v ¢2
NC )
TS(T,)_ Abs(Z)

Therefore, (f7, A7) is a TS(X)-reflection of f#, and so Abs(X) is a reflective subcategory.
[

This theorem will be a powerful tool used to compute reflections in the remainder of this
thesis. By defining appropriate categories and showing that they meet the above properties,

we immediately have a technique for computing reflections.
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Chapter 4

Vector Addition Systems with Resets

This chapter introduces Vector Addition Systems with Resets (VASR), the central abstract
domain of this thesis upon which subsequent chapters generalize.

Section introduces VASRs formally and briefly recounts the historical usage of the
model. Section develops a polynomial-time procedure to compute a transition formula
precisely encoding the context-free reachability relation of any VASR. Section describes
a divide-and-conquer approach to computing the VASR reflection of a program. These two
sections constitute a technique for program analysis that is sound, monotone, and local. We
implemented this technique as an analyzer for C programs and evaluated its capabilities in
Section Our evaluation shows that this technique is not competitive with the state of the
art, largely due to our techniques’ struggles to model conditional branching. Nevertheless,
the theoretical foundations developed here underpin the more expressive domains of the

following chapters, which overcome this limitation and advance the state of the art.
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4.1 Definition and Examples

Vector Addition Systems with Resets (VASR) are an extension to Vector Addition Systems
which allows operations to optionally reset counters before adding in an increment. We again

adopt the rational-valued extension introduced in [27].

Definition 8. A VASR transition over a set of variables Y is a transition formula in

TF(Y) of the form

N =ry+a,

yeyY
where r, € {0,1} and a, € Q for every y € Y. When r, = 1 we say the update is additive

with offset a,; when r, = 0 we say the variable y is reset to the constant a,,.

Definition 9. A Rational Vector Addition System with Resets (VASR) over a set
of variables Y and a finite alphabet ¥ is a transition formula mapping V : ¥ — TF(Y) in
which V(s) is a VASR transition for every s € X.

For a VASR V over Y and ¥, we write:

o Resets(V,y) C X for the set of symbols s € ¥ such that r, = 0 in V(s) (the symbols

that reset y)

o Offset(V, s,y) for the rational a, in V(s) (the constant offset added to y by symbol s).

Example 4.1.1. This example explores how VASRs can be used to abstract programs.

Recall the grammar and transition assignment representing the save_tree program from

Example [2.1.1}
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. buf’ =buf +1
#fla) =

A mem_ops’ = mem_ops

P} . {a, b},
G:< (P} {a.b) > -
buf’ =
{P = aPP,P = ab}, P ) 2
A mem_ops’ = mem_ops + buf + 1

We can construct a VASR V over Y = {y, 9} that linearly simulates this program,
where 1, tracks buf and y, tracks mem ops + buf. Concretely, the linear simulation f

and the VASR V are:

o(y1) = buf V) 2y, =y +1Ayh=ys+1

0(y2) = mem_ops + buf V) £y =0Ays=1y2+1

<

Notably, the VASR tracks the compound term mem ops + buf as a single abstract
variable, capturing a nontrivial relationship between program variables. By precisely
computing the context-free reachability relation of this VASR, we derive invariants about

this term across all executions of save_tree.

4.2 Context-Free Reachability of VASRs

This section shows that, given a VASR V over variables Y and alphabet ¥ and a context-
free grammar G over the same alphabet >, we can compute in polynomial time a transition
formula Reach(V,G) € TF(Y) that precisely characterizes the reachability relation of V over
L(G):

[, 7] = Reach(V, @) = p 2%, .
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The following example motivates the key definitions and the approach we take to computing

Reach(V, G).

Example 4.2.1. Consider the VASR V of Example [4.1.1

V) £y =y +1Ayy=1y2+ 1

V) £y =0Ayy =y +1

As a starter problem, consider computing a transition formula F' such that (p,p') E F
if and only if p ababa, o

For the second variable of the VASR, ys, the composition of V(a) and V(b) along
ababa can be computed from the character count of @ and b within the trajectory, as all
VASR transitions increment y, and therefore commute. Since there are 3 occurrences of
a and 2 occurrences of b, ¥, = yo + 3(1) + 2(1).

The transitions along ababa do not commute with respect to y; due to the reset
incurred by V(b), so we cannot compute their composition from the Parikh image (the
character count abstraction defined in Chapter [2|) of ababa. For example, aaabb has the
same Parikh image as ababa but the composition of operations along aaabb resets y; to
0 (the final b resets to 0) and composition of operations along ababa resets y; to 1 (the
final b resets to 0 and the following a increments to 1).

Haase and Halfon [27] observed that it is sufficient to identify the final reset of ys
from left to right and the Parikh image of the sub-word after it; the final reset nullifies
the effects of the transitions before it and all transitions after increment the variable and

therefore commute.
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To formalize this idea, observe that any word w € {a,b,c}" can be decomposed as
w = wywows where ws € {a,c}”, wy is either € or b, and w; is in {a,c}" if wy is € and
is in {a,b,c}" otherwise. Intuitively, ws identifies the final reset of ys, or occurrence of
b, from left to right. The transition relation — is uniquely determined by the Parikh

images of wy, ws and ws.

As motivated in Example 4.2.1] our goal is to compute a variation of the Parikh image of
the language of GG which identifies the final time each variable is reset from left to right. Our
approach takes inspiration from the generalized Parikh images of [27], but is distinct—see
Chapter [8| for a detailed comparison.

Our approach computes abstract trajectories, an abstraction of context free languages
that identifies an arbitrary number of symbols in each word and captures the Parikh images
of the subwords in between. Any particular trajectory has many abstract trajectories that
abstract it, and at least one such abstract trajectory identifies the final reset of each variable.
We formally define abstract trajectories in Section|4.2.1] as well as a formalization of the well-
formedness property that an abstract trajectory identifies the final resets of each variable of
a VASR.

We decompose our approach for computing Reach(V, G) into two components; this divi-
sion of tasks is our key insight to computing the context-free reachability relation of VASR.
In Section |4.2.2| we compute a formula defining the abstract trajectories of a context-free lan-
guage and conjoin additional formulas ensuring that the computed abstract trajectories are
well-formed with respect to our VASR. We then compute a formula describing the transition

over VASR variables associated with a well-formed abstract trajectory in Section [4.2.3]
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4.2.1 Definitions

Definition 10. A d-marked abstract trajectory is a function n : (X x [2d + 1]) — N such

that for all even ¢ we have ) o n(s,i) < 1.

We interpret a d-marked abstract trajectory n as an abstraction of a word w € ¥* that
identifies up to d characters in w (at even-indexed positions) and records the Parikh images
of the sub-words between them (at odd-indexed positions). For a trajectory w € »* and
d-marked abstract trajectory n, write w I n if there exists a decomposition w = wy . .. weg11
such that n(s,i) = m(w;)(s) for all ¢ and s. For any even index i, the constraint > n(s,i) <1
means there is at most one symbol with a positive count at that position, so the even-indexed
“words” wg,wy, ..., ws, are all either empty or single characters. The odd-indexed words
Wi, Ws, . .., Waqyr1 are arbitrary sub-words, recorded only by their Parikh images.

We want to compute the abstract trajectories of a context free language which identify
the final reset of each variable y € Y of the VASR from left to right. An abstract trajectory

with this property is called well-formed.

Definition 11. A |Y|-marked abstract trajectory n is well-formed with respect to a VASR

V over variables Y if for every y € Y and every odd index i € [2]Y| + 1]:

there exists s € Reset(V,y) there exists even j > i, s’ € Reset(V,y)
-

with n(s,7) >0 with n(s’,j) >0
Informally, whenever a reset of y appears anywhere in an odd-indexed sub-word, a later
reset must appear at a subsequent even-indexed position. This ensures that every identified
character at an even position is a reset of a variable that occurs after all resets to that
variable within odd-indexed sub-words, making it a “final reset” of that variable. Note that
a well-formed abstract trajectory is not required to identify the final reset of a variable if

that variable is not reset within a word.
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Example 4.2.2. Consider the VASR V of Example

V) £yi=yi+1Ayh =y +1
V() Ey =0Ayy =y +1

Since this VASR has 2 variables, we are interested in 2-marked abstract trajectories.
Consider the word w = ababa. One abstract trajectory n of w arises from the decom-

position wy = €, we = €, w3 = aba, wy = b, and ws = a (note that w = wywewzwws):
n(a,3) =2 n(,3)=1 n(b,4)=1 n(a,b) =1

n(-,-) = 0 for all other inputs

This trajectory is well-formed. The variable y; is never reset, so the condition is vacuously
satisfied. The variable y, is reset at subword 3 (n(b,3) > 0), but there is a greater even
index at which it is reset (n(b,4) > 0).

A second abstract trajectory n’ of w arises from the decomposition wy; = €, wy = €,

w3 = a, wy = b, and w5 = aba:
n'(a,3) =1, n'(b;4)=1, n'(a,5)=2, n'(bh,5)=1

n'(-,-) = 0 for all other inputs

This trajectory is not well-formed. The variable ys is reset at subword 5 (n'(b,5) > 0)

but there is no greater even index which resets the variable.

7



Intuitively, n is sufficient to compute the composition of VASR operations along
ababa, as all words that are represented by it increment y; by 5 and reset ys to 1.
However, n’ is insufficient because it could also represent abaab, which would reset ys to

2.

4.2.2 Abstract Trajectories of Context-Free Languages

We start by constructing a formula AT(d, G) that characterizes exactly the set of d-marked
abstract trajectories realizable by words in £(G). We then refine this formula to only identify
well-formed abstract trajectories relative to a VASR V.

Formally, we aim to compute, given a context-free grammar G = (N, X, R, so) and a
VASR V over Y, a formula AT(]Y], G) that represents the set of |Y|-marked abstract tra-
jectories n such that w IF n for some trajectory w in £(G). This formula has free variables
cs; for s € ¥ and @ € 2|Y| + 1]. It meets the condition that AT(|Y|, G)[cs; — n(s,)] holds
if and only if there exists some w € L(G) such that w IF n.

Our strategy is to define AT(|Y'], G) as the Parikh image formula of an expanded grammar
derived from G by replacing each character with tagged copies that record which sub-word it
occupies. We may identify the correspondence between abstract trajectories and Parikh im-
ages as follows. Consider the following regular language O, in which each ¥; £ {(s,4) : s € ¥}
is a copy of X in which all characters are “tagged” with numbers. Observe that the Parikh

image of O is equal to the set of all abstract trajectories over X
O 2 57 (8s + )55 5y (Bay) + X5y 40

Let h : (X x [2]Y| + 1])* — X* be the homomorphism that maps (a,i) — a for all 7.
Consider the language h™!(L(G)) N O; since context-free languages are closed under inverse

homomorphism and intersection with regular languages, this language is context-free. This
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language represents the possible decompositions of words w in the language of G into num-
bered decompositions wy . .. wajy|4+1. One can then observe that n € n(h™'(£L(G))NO) if and
only if there exists some trajectory w € L(G) such that w |- n.

This section assumes G is in Chomsky Normal Form. We proceed by constructing
a grammar Z(G,|Y|) £ (N, x [2]Y]|+1], Ry, Sp2yvj+1)) that recognizes the language
R~ (L(G)) N O as follows; the formula AT(|Y|,G) is defined to be its Parikh image formula
Parikh(I(G,|Y])).

e The non-terminal symbols are defined to be
Ny & {npit10j41:n € N,0<i <j<[|Y|}
The intention of the grammar design is that the set of words derivable from nj;.; is

Liy) (i) = (L) N (2 (Sip1 +6) .. (Zj-1 + €)X)).
e The productions are defined to be
{Apit1:2j41) = Bpis12k+1)Claks1j+1) : A= BC € R,0<i <k < j <[V}

RH = U{A[2i+1:2j+1} = (a,k):A:>a€R,22'+1 §k§2j+1,0§2§]§ |Y|}

U{s[1:2d+1] =€:8S= €€ R}

The design of the production rules maintains the invariant throughout the derivation of any
word that for any even k, there is at most one nj;,; capable of producing a terminal symbol in
Y. This ensures that the output of the grammar is in O; all derived words are additionally

in h™'(Lg(n)) because all production rules are structurally identical to those of G.

Theorem 6. For any grammar G = (N, X, R, s¢) (in Chomsky Normal Form), we have

LIZ(G,Y)) = hHL(@G)NO
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Moreover, observe that Z(G,Y) has O(]Y]||X|) terminals, O(]Y]?|N|) nonterminals,
O(|Y'|?|R|) production rules, and can be constructed in polynomial time.

We proceed by defining following formula WF(V) to ensure the abstract trajectory is
well-formed. We first define a helper formula: FR(V,y, j) is true if and only if the even index
j carries the “final reset” of variable y (some reset symbol of y appears at position j, and

no reset symbol of y appears at any later even position).

FR(V7 y,j) £ \/ Cs,j > 0] A /\ Csk — 0
s€Resets(V,y) s€Resets(V,y)
J<k<2|Y|+1
Y]
wrwV) & N\ |\ FRV,y.25) v N\ =0
yeY | j=1 s€Reset(V,i)
ke[2]Y|+1]

Theorem 7. Let G be a context-free grammar and V be a VASR over Y. Define AT([Y|, G) £

Parikh(Z(G,Y)). Then for all |Y|-marked abstract trajectories n that are well-formed with

respect to V, we have:
(AT([Y],G) N WE(V)) [cs,i = n(s,1)] <= w Ik n for some w € L(G)

4.2.3 Transitions of Abstract Trajectories

We now define a formula Transition()) that, given a well-formed abstract trajectory n such
that w IF n, computes the state transformation corresponding to executing w in V. The free
variables of Transition()) are the pre- and post-state variables Y and Y’, along with integer
variables ¢, for all s € ¥ and k € [2]Y| 4 1]; each variable ¢, of the latter represents the

count n(s, k) of a |Y|-marked abstract trajectory.
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We first define a helper term: After(y, j) is an integer-valued term that is the total offset

accumulated by y from position j onwards.

After(yu?) £ Z Oﬂset(v7 S, y) “Cs )k

sEY
k>3

The Transition()V) formula handles two cases for each variable y: either y is reset at some
even position (in which case y' equals the offset accumulated after that final reset), or y is
never reset (in which case ¢’ equals y plus the total offset across all positions). Recall that
FR(V,y,7) is true if and only if the even index j carries the final reset of variable y, as
defined in Section [£.2.2]

Yl

\V (FR(V,yﬂj) Ay = Aﬂ@f’(?ﬂj’))
Transition(V) £ /\ j=1

A Y ((/\ keR2Y]41] Csk = 0) Ny =y + After(y, 1))

s€Resets(V,y)

The correctness of this formula is stated by the following theorem.

Theorem 8. Let V be a VASR over variables Y, let w € ¥* be a trajectory, and let n be
a |Y|-marked abstract trajectory that is well-formed with respect to V and satisfies w IF n.

Then for all states p, p’ € QY:
[p, p'] |E Transition(V)[cs; — n(s,i)] <= p =y .

Proof sketch. VASR transitions update each variable independently, so it suffices to check
each y € Y separately. If y is never reset along w, all offsets accumulate additively and
y' =y + After(y, 1). Otherwise, well-formedness guarantees a unique final-reset index 2j: by

definition of a reset, the final reset nullifies all preceding contributions to y, and since no

81



reset appears after position 27, the remaining transitions contribute purely additively. Thus

y' = After(y,27). Both cases are precisely the disjuncts of Transition(V). O

We may conclude this section by defining Reach(V, G).
With C' £ {c,; : s € 8,7 € [2|Y| + 1]}, define:

Reach(V,G) £ 3C.AT(V,G) A WF(V) A Transition(V)

Theorem 9. There is a polynomial-time procedure which, given a VASR V over alphabet

¥ and a grammar G over the same alphabet, computes a formula Reach(V,G) such that:

[p, Pl E Reach(V,G) < p LGN o
Proof sketch. The formula Reach(V,G) is the conjunction of three components whose cor-
rectness is established individually: AT(|Y],G) A WEF(V) identifies all well-formed abstract
trajectories of £L(G) (Theorem [7)) and Transition()) computes the correct state transforma-
tion for any well-formed abstract trajectory (Theorem . All three are polynomial-size, so

the construction runs in polynomial time. O

4.3 Best VASR Abstractions

Following the recipe introduced in Section [3.1] the next ingredient in developing a monotone
program analysis based on VASR is to compute the VASR reflection of any transition system
in our program model. We follow the structure used in Chapter [3[to compute VAS reflections:
we define a procedure to compute the VASR reflection of a singleton transition assignment,

then describe a procedure for combining reflections over disjoint alphabets.
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4.3.1 Per-Letter VASR Reflections

This section shows how to compute the VASR reflection (o,V) of a transition assignment
ff: ¥ — TF(X) in the special case that > consists of a single character s. In other words, we
show that any transition formula F' € TF(X) has a best abstraction as a VASR transition
formula.

The VASR transitions that can abstract #f(s) are constrained to track terms over X that
are either reset or additively offset in all models of F'. The key observation is that the set of
such terms are each vector spaces, and their bases determine a canonical best abstraction.

For a transition formula F' € TF(X), define:

Res(F) 2 {(t,a) € LinTerm(X) x Q: F =t = a}

Add(F) = {{t,b) € LinTerm(X) x Q: F =t =t + b}

Res(F) is the set of all terms that I always resets to a constant; Add(F) is the set of all
terms that F increments by a fixed offset. Both sets are vector spaces (closed under addition
and scalar multiplication). We can compute bases for each via the symbolic abstraction
framework of [55]; specifically, we may use Algorithm (1| directly to compute a basis for
Add(F) and replace m(x’) —m(x) with m(z") on lines 2 and 6 to compute a basis for Res(F').

Let {(t1,a1),..., {tn,an)} and {{(t1,b1),...,{tm,bm)} be bases of Res(F) and Add(F)

respectively. Then, the VASR reflection (o, V) of #f|s) can be defined as the following.

V(s) & (/\y;:ai> A (/\zgzzi—i-bi)

=1

o(y:) =t o(z) = t;

Lemma 4. (0,V) is a VASR reflection of #f|4.

83



Proof. Let (¢’,V') be a different VASR abstraction of {f over variables V. We will show that
there exists a simulation 7 from V to V.

Consider a particular v € V. If V'(s) resets v (if s € Resets(V’,v)) then we must have

that (o/(v), Offset(V', s,v)) € Res({(s)):

0./l = #s) = [p, P T =V (s)o]
— o'(v) = Offset(V', s,v)

Then, since {(t1,a1)...(tn,a,)} is a basis for this space, there must exist coefficients
ai,...,a, such that (o'(v), Offset(V',s,v)) = > i, a; (t;,a;), and in particular such that
Offset(V',s,v) = > 1| asa;.

By symmetric reasoning, if V'(s) increments v then we must have that (o’(v), Offset(V', s,v)) €
Add(#(s)). Since {<2?1, b1> e <fm,bm>} is a basis for this space, there exists coefficients
b1, -, Bm such that (o/(v), Offset(V', s,v)) = Z;n:l B; <fj,bj>, and in particular such that
Offset(V', s,v) = Y00, Bjb;.

Then, let 7 : V. — LinTerm(Y') U LinTerm(Z) be the substitution such that 7(v) =
> iy aiy; for all v € V' such that #f(s) resets v, and 7(v) = > B;z; for all v € V' such that
#f(s) increments v. One can observe that o o7 = ¢’.

It remains to show that V(s) = V'(s)[7]. This holds because V(s) asserts y; = a;, and so

for each v € V such that V'(s) resets v we have:

(V) = Z Y,
= Z a,;a;

= Offset(V', s,v)
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Similarly, V'(s) asserts z; = z; + b; and so for each v € V' such that V'(s) increments v

we have:

T(v') = Zﬁjz;
= Z Bj(z; + bj)
= 7(v) + Offset(V', s,v)

Therefore, (o, V) is a VASR reflection of #|(,}.

Example 4.3.1. Recall the following transition formula from Example 4.1.1}

! __
a buf’ =

{flb)

A mem_ops’ = mem_ops + buf + 1

The bases of Res(#(b)) and Add(#(b)) are respectively:

{(butf, 0)} and {(mem_ops + buf,1)}

. Thus the reflection (o, V)of #|y is:

o(y1) = buf 0(z1) = mem_ops + buf

<
—
[y
N—
(>
<
=.
I

0N z1=2+1
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4.3.2 Combining VASR Reflections over Disjoint Alphabets

Given VASR reflections of #f]sy, and #|yx, for a partition ¥, ¥ of 3, we now show how to com-
bine them into a reflection of the whole #. Our technique is an adaptation of [62, Algorithm
2] to the setting of labeled transition systems; for a detailed comparison, see Chapter[§] Our
technique is a direct instantiation of the category theoretic recipe of Chapter |3; we define
appropriate categories and use Theorem [5 to combine VASR reflections.

The following example describes the computation of a VASR reflection and motivates

our approach.

Example 4.3.2. Recall the transition formula mapping # of Example [4.1.1}

. buf’ = buf + 1 N buf’ =0
flla) = o) =
A mem_ops’ = mem_ops A mem_ops’ = mem_ops + buf

Consider the partition ¥y = {a}, Xy = {b} of ¥ = {a,b}. Consider the following
VASR reflections (oq, V) of #fls, and (oa, Va) of #fls,:

o1(x1) = buf
(1) Vifa) 22 =21+ 1 A2 = a9
01(z2) = mem_ops

O'Q(yl) = buf
Va(b) =4 = 0Ny =ys+1
02(y2) = mem_ops + buf

The VASR reflection of #f can clearly track the term buf, as this term is tracked
by both of the individual reflections above. However, it cannot track the term mem_ops
because although the term can be expressed as a linear combination of the terms that

the reflection of #f]y, tracks, the combination of a reset term and an additive term does
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not yield a well-formed VASR transition. It can track mem ops + buf, as this term is
tracked by the reflection of #f|y, and can be expressed as a linear combination of terms
tracked by the reflection of #f|y, that are all additive.

The VASR reflection (o, V) of #fis

o(z1) = buf V)£ =2+1Azh=2+1
0(2z2) = mem_ops + buf V)22l =02, =2 +1
At a high level, the key difference between VAS and VASR regarding combining

reflections is that simulations between VASRs require additional structure - they cannot

track terms which combine variables that are reset and variables that are incremented.

We aim to combine VASR reflections via Theorem [5], which requires that we define a base

category Base such that:
1. TS(X) is a concrete category over Base
2. Base admits pushouts

3. VASR(Y) is cofibered over Base

In Chapter [3], we computed VAS reflections with this recipe using the category of vector
spaces VS. The following lemma proves that VS is inadequate for computing VASR reflec-
tions because VASR(Y) is not cofibered over VS, intuitively because some linear functions
within VS can combine VASR dimensions that are incremented and reset.

After noting this problem, we instrument VS with more structure, creating a new cat-
egory Sep. The objects in this category are separated spaces, linear spaces equipped with
a canonical decomposition, and the arrows are coherent linear maps, linear which preserve
these decompositions. We can use separated spaces to decompose the state space into sub-

spaces which are either reset or incremented; the coherence property then coincides with
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the desired property to not combine dimensions that are reset and incremented. We show
that this category fulfills the conditions of Theorem [5, and that we may therefore use this

theorem in order to combine VASR reflections into a global one.
Observation 1. VASR(Y) is not cofibered over VS.

Proof. Consider the VASR V(a) £ 24 = 0 A o, = 25 + 1 and the linear substitution o(y) =
21 + xo. We have that o is an arrow in VS, but there does not exist any VASR V' such that
o is a simulation from V to V'. The essential problem is that ¢ mixes variables that are reset
and incremented, and so the resulting transition does not reset or increment its variable,
making it not a VASR.

Suppose for the sake of contradiction that a VASR V' existed such that o was a simulation
from V to V. Then, V'(a) £ y = r *y + o for some r € {0,1} and o € Q. The simulation
implies:

¥i=0ANahb=xo+ 12| +ay,=r=*(r1+22) +o0

Substituting 2} and x, based on the left hand side yields x5 + 1 = 7 * (z1 + x2) + o,
which must hold for all possible x1, zs. Setting x1 = x5 = 0 yields 0 = 1 and then setting
x1 = x9 = 1 yields 1 = r % 2, which is impossible if r € {0,1}.

Therefore o is not a simulation to any VASR, and so VASR/(X) is not cofibered over

VS. ]

Intuitively, the problem with VS is that its arrows carry no information about which
dimensions are reset and which are incremented, so there is no way to enforce that a linear
map respects this structure. The category Sep fixes this by equipping each space with
an explicit decomposition and enforcing that arrows respect this structure. The following

example illustrates the idea before we give the formal definitions.
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Example 4.3.3. Consider the following two VASRs:

V(o) 2 a) =z + 1Az =2+ 3Nz =5 Az} =2

Vi) £y =y +4Ayh=T

The substitution o(y1) = 1 + @2, 0(y2) = x3 + x4 is a simulation from V to V'. This
simulation is valid because it respects the natural decomposition of the state space of V
into additive dimensions {x1,x2} and reset dimensions {x3,z4}.

We can formalize why this simulation is valid by associating )V with the spaces
{span({z1, z2}), span({xs, x4})} and V' with the spaces {span({y1}), span({y2})}. There
exists a witness function w, recognizing the coherence of o with respect to these spaces
by mapping span({y1}) to span({x1,z2}) and span({y2}) to span({xs,z4}). We have that

for all spaces C' of V" and all terms t € C’, we have o(t) € w,(C").

We formalize this idea by defining Sep, a category which does fulfill the necessary con-
ditions of Theorem [ for VASR.

Definition 12. A separated space S = (V, D) consists of a rational vector space V' and
a finite set D = {C},...,C,} whose direct sum is V = @, C;. For each C € D, we use

proj. : V. — C for the projection onto C.

Definition 13. A coherent linear map from S = (V,D) to S’ = (V', D) is a pair (f,w)
where f : V — V' is a linear map and w : D’ — D is a witness function such that for all

CeDandC'eD:

C #w(C") = proja:(f(v))=0 foralveC
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Composition between coherent linear maps is defined as (f, w)o (f’,w') = (f o f',w’ o w).

Intuitively, a coherent linear map f respects the direct-sum structure of its domain: each
component proje(f(v)) of the output depends only on the single component proj,, f(C,)(v)

of the input designated by the witness function.

Definition 14. Sep refers to the category in which the objects are separated spaces and

the arrows are coherent linear maps.

We now go about proving the conditions necessary to applying Theorem [3}

1. TS(X) is a concrete category over Sep
2. Sep admits pushouts

3. VASR(Y) is cofibered over Sep

We begin by establishing that the additional structure in Sep restores the cofibered
property in Lemma @; for this to be well-defined, we first establish that VASR(X) is a

concrete category over Sep.
Lemma 5. VASR(Y) is a concrete category over Sep.

Proof. We define a faithful functor ¢ mapping objects and arrows of VASR/(X) to Sep.
We say that a VASR transition F = Nyey ¥ =1y -y + a, resets a variable y if r, = 0
and that it adds to a variable y if 7, = 1. A coherence class of V is a linear subspace of
QY of the form Nses: QUR} where for each s, we have that Yp is either the set of variables
that is incremented or reset by V(s). Any two coherence classes only intersect at the zero

state, and the direct sum of all coherence classes is QY. Given a VASR V over Y, we define

(V) = <QY, D> where D is the set of all coherence classes of V.
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Let f be a linear simulation from V : ¥ — TF(Y) to V' : ¥ — TF(Z) and let D and
D' be their coherence classes respectively. We define ¢(f) = (f,ws) where wy : D" — D is
constructed as follows.

We first claim that for every C” € D', there is at most one C' € D such that proj., o f o
proj is non-zero. Suppose for the sake of obtaining a contradiction that two distinct classes
C4,Cy € D both have this property, witnessed by p; € C; and py € Cy with projo.(f(p1))
and proje(f(p2)) non-zero. Since Cy # Cy, there exists s € ¥ such that V(s) increments p;
and resets py (or vice versa). Since f is a simulation, V'(s) must increment f(p;) and reset
f(p2), and therefore must increment proj(f(p1)) and reset projo (f(p2)). But both belong
to the same coherence class C’, so V'(s) must either increment or reset the entire class — a
contradiction, since it cannot do both.

We may therefore define w;(C") to be the unique C' € D with proje o foproj. # 0, or an
arbitrary element of D if no such C' exists. By construction, (f,wy) satisfies the coherence

condition, so ¢(f) is a valid coherent linear map. O
Lemma 6. VASR(Y) is cofibered over Sep.

Proof. Let ¢ be the functor from Lemma [5| Consider a VASR V over variables Y and a
coherent linear map (f, w) from ¢(V) = <QY, D> to a separated space S = <QZ, D’>.
For each s € X, let o, = (Offset(V, s,9)),ey € QF be the offset vector of V(s). Define

the VASR image(V, f) over Z by:

image(V, f)(s) = /\ =71l 2+ f(os)(2),

z2€Z

where 75 = 0 if V(s) resets w(C?), and r2 = 1 if V(s) increments w(C?), where C’, € D’ is
the unique class containing Q{#}. This is well-defined since w(C”) is a coherence class of V.

To show that f is a simulation from V to image(V, f), consider any p, p’ € Q¥ such that
[p,P'] E V(s). Consider some z € Z. If V(s) resets w(C.), then p'(y) = Offset(V, s,y) for y
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with Q¥ € w(C?), and so f(p')(2) = f(0s)(2) by linearity of f. The case where V(s) adds to
w(C?) is analogous. Since this holds for all z € Z, we have that [f(p), f(¢')] = image(V, f).

It remains to show the universal property of this object. Let V* be any other VASR over
variables V' and ¢ be a linear simulation from V to V* such that there exists a coherent linear
map (u,w,) such that (u,w,)o (f,w) = ¢(g). We must find a simulation u from image(V, f)
to V* such that ¢(u) = (u, w,).

VASR(Y) Sep

f ima,g?(v, ) ﬂ)v < Q4 D'>
T~ pn A
e v o) (V)

We show that u is a simulation from image(V, f) to V*. Denote ¢(g) as (g, wy). Since g is
a simulation from V to V* and (0, 0,) = V(s), we have that (0, g(os)) = V*(s). We therefore
have that for all v € V' we have Offset(V*,s,v) = g(os)(v) = u(f(0s)).

Fix s € ¥. Consider any p, o’ € Q7 such that [p, o] | image(V, f)(s). Fix v € V and let
C* be the unique coherence class of V* containing Q). Let r = (rf).c, € {0,1}7 be the
reset vector of image(V, f)(s). Since [p, '] = image(V, f)(s), we have that p/ = r*p+ f(0s)

where * denotes element-wise multiplication. By the linearity of u, we have that:

u(p)(v) = u(r * p)(v) + u(f(0s))(v)
= Proje; © u 0 proj,, c;)(r * p)(v) + u(f(0s))(v)

=rxu(p)(v) + g(os)(v) where r = 73 for any z € w,(C})
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By the definition of 72, we have that the value r is determined by whether V(s) resets
or adds to w(w,(C})) = wy(Cy). Since g is a simulation from V to V*, this implies that r
is the coefficient of V*(s) on s. Combined with g(os)(v) = Offset(V’, s,v), this means that
the above is precisely one of the conjuncts of V*(s). Since this holds for all v € V', we may

conclude that [u(p),u(p)] E V*(s). O
Lemma 7. Sep admits pushouts.

Proof. Let (f,wy) : S — Sy and (g, w,) : S — Ss be coherent linear maps, where S = (V, D),
S1 = (Vi, Dy), and Sy = (V3, Dy). Consider the following pushout diagram.

Denote S* = (V*, D*). For the above diagram to commute, witness functions w, : D* —
D, and wy, : D* — Dy must satisfy wy o w, = wy o wy, so each C* € D* must be assigned a

pair (w,(C*), w,(C*)) mapping to the same component of D. We therefore define:

Matching £ { (C1,Cy) € Dy X Dy wi(C) = wy(Cy) }

We construct one component of S* for each pair therein. For each p = (C1,Cs) €

Matching, let
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(Cp, ap, by) = pushoutyg(proje, © f, projg, © g).

Fix an enumeration Matching = {p1,...,p,} and define
VEE Oy X xCy Cy & {(0,...,v,...,0):vEC,, I, D* & {C},...,Cr},

so that V* = @, C; by construction. Define a : V; — V* and b : Vo — V* componentwise by
a=(Qp,---,0ap,)and b= (b,,,...,b,, ), and set w,(C}) = Cy, wy(C}) = Cy for p; = (C4, Cy).
The commutativity conditions ao f = bo g follows componentwise from each pushoutyg, and
Wy 0w, = Wy o Wy holds by definition of Matching.

We now show universality of (S*, (a,w,) , (b, ws)). Suppose (c,w.) : S; — S" and (d, wy) :
Sy — S" also make the diagram commute. Denote S’ = (V’, D’). For each C' € D', commu-
tativity gives ws(we(C")) = wy(wa(C")), 50 por = (w.(C"), wy(C')) € Matching; let i(C”) be
its index and define w, (C") £ Ciicn- By universality of pushoutys, for each C" € D' there
exists a unique ucr : Cp,, — V' with uer o ap., = Projor o ¢ and ucr o by, = proje o d.
Setting v £ (ucr)crepr gives a coherent linear map (u,w,) : S* — S’ making the diagram

commute. [
Lemma 8. TS(X) is a concrete category over Sep.

Proof. Via Lemma [5 we already know that the subcategory VASR(X) is concrete over X -
we extend the definition of ¢ to operate over all objects and arrows in TS(X). For all objects
T = (Q¥,—7) in TS(Z) but not in VASR(X), we define ¢(T) = (Q¥, {Q*}). Arrows
which are not fully in VASR(X) may be extended by trivial witness functions and achieve

coherence. n

With these lemmas in hand, we can use Theorem[5|to combine VASR reflections. Together

with Lemma [4] we have a divide-and-conquer approach to computing the VASR reflection
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of any transition assignment: compute the VASR reflection of # restricted to each character,

then repeatedly combine the reflections.

4.4 Evaluation

We implemented the summarization procedure described above in a tool called LiP [ LiP uses
a monotone variant of Compositional Recurrence Analysis (CRA) [21] as its intra-procedural
back-end: it generates procedure summaries using our technique and passes them to CRA,

which uses them as invariants when verifying safety properties of recursive programs.

Baselines and comparisons. We compared our technique to:

e CRA, a monotone instantiation of the abstraction-interpretation technique Composi-

tional Recurrence Analysis.

e Goblint [64], the (tied) first-place non-monotone abstract interpreter in SV-COMP
2023 [].

e Korn [I9 and UAutomizer [29], the first- and second-place finishers in the
ReachSafety-Recursive category of SV-COMP 2023, representing the state of the art

in software model checking.

We note an important qualitative distinction between the two categories of tools. Abstract
interpreters (LiP, CRA, Goblint) are terminating invariant-generation algorithms; software
model checkers (Korn, UAutomizer) are semi-algorithms capable of both verifying and re-
futing safety properties. Our evaluation compares them only on safe verification tasks, which

lies at the intersection of their capabilities.

!Source code available at https://github.com/nikhilpim/duet.
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Benchmarks. Procedure summarization is relevant only for recursive programs; on non-
recursive inputs our tool reduces to CRA. We therefore restrict evaluation to recursive,
numerical verification tasks.

We compiled a benchmark suite Rec-Supreme (60 tasks) consisting of variants of 17
distinct recursive functions covering a diverse range of algorithmic patterns including tree
traversal, sorting, modular arithmetic, and lexer simulation. We supplement this with the
safe tasks from the SV-COMP Recursive (17 tasks) and Recursive-Simple (35 tasks)
benchmark sets. We note that the SV-COMP sets have limited diversity: together they
contain 18 variants of the Fibonacci function, 12 variants of the identity function, and 8
variants of recursive addition, and many tasks can be verified by simple loop unrolling. Rec-
Supreme was designed to compensate for these weaknesses. Experiments ran on an Ubuntu
20.04 virtual machine with 8 GB RAM and a 2.3 GHz Intel i7 CPU, with a 10-minute time

limit per task.

Table 4.1: Number of tasks solved (v'), returning unknown (?), and timed out (TO) by each
tool on each benchmark set. Tools above the midrule are monotone.

Rec-Supreme (60) | Recursive (17) | Rec-Simple (35)

v o7 TO v o7 TO v o7 TO
LiP (VASR) | 14 46 0 2 15 0 |13 22 0
CRA 16 44 0 4 13 0 14 21 0
Korn 18 1 39 13 1 3 35 0 0
UAutomizer | 23 0 37 11 0 6 23 0 12
Goblint 7 53 0 3 14 0 20 15 0

Results. LiP performs roughly comparably to CRA across all benchmarks, and both are
outperformed by the model checkers Korn and UAutomizer. Since CRA makes the same

monotonicity and locality guarantees as our technique, this comparison is the most mean-
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ingful: LiP instantiated with VASR offers no practical advantage over existing monotone
program analyzers.

The root cause is a mismatch between VASR and conditional branching. A conditional
branch produces a transition formula such as z < 0, which constrains the pre-state rather
than specifying a fixed update. No VASR transition can represent such a formula, since the
offset a, must be a constant independent of the current state. As a result, the best VASR
abstraction of a conditional branch discards the guard entirely; this loss of precision typically
prevents properties from being verified. This is not a limitation of our algorithm but of the
abstract domain itself.

The theoretical contributions of this chapter — polynomial-time CFL-reachability and
a divide-and-conquer procedure for computing best VASR abstractions — remain the con-
ceptual foundation for the next chapter. There, we introduce a non-deterministic extension
of our VASR-based technique which outperforms existing abstract-interpreters and is even

competitive with model checkers on some benchmarks.
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Chapter 5

Lossy Vector Addition Systems with

Resets

The preceding chapter described an inter-procedural program analysis technique based on
vector addition systems with resets (VASR). It introduced several advancements to the
theory of vector addition systems, including a logical encoding of the context-free reachability
relation of a VASR and the development of a theory of VASR reflections.

This chapter builds upon these foundations to produce a program analysis technique
that is effective in practice. We introduce an extension of our technique to Lossy VASRs,
a relaxation of the VASR model that replaces equalities with inequalities. Every VASR can
be precisely simulated by a Lossy VASR, and so the best Lossy VASR abstraction always
retains more information about the semantics of the original program than the best VASR
abstraction. This increase in precision is critical to developing an effective program analyzer
for real-world benchmarks, in which conditionals are frequently used in order to define control
flow.

The organization of this chapter mimics that of Chapter [4] First we formally define

Lossy VASRs and describe how to logically encode their context-free reachability relation
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in Section [5.1 Next, we show how to compute Lossy VASR reflections of LIRA transition
assignments in Section [5.2] Together, these ingredients form a program analysis technique
that is sound, monotone, and local. Section reports an experimental evaluation of the
resulting tool, LiP, comparing against state-of-the-art abstract interpreters and software
model checkers on a suite of recursive numerical programs. Our evaluation shows that LiP
is a step forward for abstract-interpretation based program analyzers and in some cases is

even competitive with model-checkers.

5.1 Definitions and Reachability Relation

This subsection discusses an extension of our summarization procedure to Lossy VASRs,
highlighting the extensibility of the theory built in Chapter[d “Lossy” means that we replace

the equalities in our VASR transitions with inequalities.

Definition 15. A Lossy VASR transition over a set of variables Y is a transition formula

in TF(Y) of the form

/\ Y <ryy+ay,
yey

where r, € {0,1} and a, € Q for every y € Y.

Definition 16. A Lossy VASR over a set of variables Y and a finite alphabet ¥ is a
transition formula mapping £ : ¥ — TF(Y) in which L(s) is a Lossy VASR transition for

every s € 2.

Replacing the equalities in the transitions of vector addition systems with inequalities is
a standard relaxation typically used to make reachability problems easier; here, we show that
Lossy VASRs are strictly more powerful than VASR abstractions, akin to how polyhedral
abstractions are strictly more powerful than affine relation abstractions. We first illustrate

this idea by example.
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Example 5.1.1. Consider the following transition assignment:

fls)2a' =v+1Va =x+2

Disjunctions arise naturally in transition assignments modeling programs with con-
ditional branching. It is clear that # is not a VASR. Moreover, there is no non-trivial
VASR abstraction of #, as  is not updated according to a VASR transition.

However, the Lossy VASR reflection of this transition assignment, diagrammed below,

is able to capture non-trivial facts about #:

L) 2y, <y —1Ayh<ys+2

o(y) =-z o(yp) =2

Intuitively, the Lossy VASR reflection of # models both a lower and upper bound on
x. In this way, by relaxing the structure of VASR transitions to Lossy VASR transitions,
we are able to capture information about bounded updates to terms in our transition

assignment.

Lossy VASR transitions are a relaxation of VASR transitions to inequalities, but counter-
intuitively Lossy VASR abstractions are strictly more powerful than VASR abstractions. This
is because every VASR is precisely simulated by a Lossy VASR: for any VASR V over Y, we

can construct an LVASR L over a set of variables {lo, : y € Y} U{hi, : y € Y} and a precise
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simulation ¢ from V to £ such that for all s € ¥ it is the case that V(s) <= L(s).

V(s) = /\( "=ryy+ay)

yey
o(loy) 2y, o(hiy) £ _y

L(s) = /\ (lo, <7y loy +ay) A /\ (hi, < 1y hiy — ay)

yey yey

Then, a LVASR reflection of a program is guaranteed to capture all information that a VASR
reflection does. Moreover, LVASR reflections can frequently lead to more precise procedure
summaries. Conditionals in programs, particularly those involving inequalities, generally
have trivial VASR reflections but may have useful LVASR reflections.

The context-free reachability relation of a Lossy VASR admits logical encoding, obtained

by replacing the equalities in Transition()) from Section with inequalities.

Theorem 10. There is a polynomial-time procedure which, given a Lossy VASR L over
alphabet ¥ and a grammar G over the same alphabet, computes a formula Reach(L,G) such
that:

[p, 0] E Reach(L,G) <= p L9, 0.

Proof. The proof is identical to that of Theorem [0 with equalities replaced by inequalities

in Transition(L). O

5.2 Best Lossy VASR Abstractions

Following the same divide-and-conquer strategy as Section [£.3] we compute Lossy VASR re-
flections by first computing a per-letter reflection for each character in ¥ and then combining

them.
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The key difference between VASR and Lossy VASR reflections is that linear simulations
between Lossy VASRs must be non-negative. VASR transitions are conjunctions of equalities,
and equalities are stable under arbitrary linear combinations: if t; = t5 then at; = ats for
any «. LVASR transitions, however, are conjunctions of inequalities, and inequalities are
only stable under non-negative scaling: t; < t5 implies at; < aty only when o > 0. The
consequence of this difference is that Sep, the category used to combine VASR reflections,
is not adequate because LVASR(X) is not cofibered over Sep because it contains negative
maps. We develop a variant Sep=, a variant that only considers non-negative maps, which

fulfills the conditions of Theorem Bl and can therefore be used to combine LVASR reflections.

5.2.1 Per-Letter Lossy VASR Reflections

This section shows how to compute the Lossy VASR reflection (o, £) of a transition assign-
ment f: ¥ — TF(X) in the special case that ¥ is singleton. In other words, we show that

every transition formula #{s) € TF(X) has a best abstraction as a Lossy VASR transition.

Definition 17. For a transition formula F' € TF(X), define:

L-Res(F) & {{(t,a) € LinTerm(X) x Q: F =t < a}

L-Add(F) £ {(t,b) € LinTerm(X) x Q: F =t <t+b}

L-Res(F') and L-Add(F') are convex cones, in that they are closed under addition and
positive scalar multiplication. In fact, they are polyhedral cones [38], which means that they

additionally have a finite generator representation: we may compute (t1,a1), ..., (t,, a,) and

<fl, b1> . <fm, bm> such that:

=1

L-Res(F) = {Z a; (ti,a;) - a; € Q>0}
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L-Add(F) = {Z o (ti, b)) a; € @>0}
=1

The generators of a polyhedral cone are analogous to the basis of a linear space, which
was used in Section to compute a VASR reflection of a singleton transition assignment.
The key difference is that a basis generates a linear space via arbitrary linear combinations,
whereas the generators of a polyhedral cone generate it via non-negative linear combinations.
This shift is due to the shift from equalities to inequalities.

Then, we may define the LVASR reflection (o, £) of ff as:

£(s) 2 (/n\y; < ) A (7\2; < zi+bi>

i=1

o(y:) =t o(2) =

S

Lemma 9. (0, £) is a Lossy VASR reflection of #| .

Proof. Follows similar reasoning to Lemma O]

5.2.2 Combining Lossy VASR Reflections over Disjoint Alphabets

Following the pattern developed in Section we may reduce the problem of merging two
LVASR abstractions over disjoint alphabets to defining the relevant categories qualifying the
assumptions of Theorem [5] We begin by observing that Sep, the category used to combine
VASR reflections in Section [3.3] is inadequate for LVASR because LVASR are not cofibered

over Sep.
Observation 2. LVASR(Y) is not cofibered over Sep.

Proof. Consider the LVASR:
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L(s)Z22<0

We may associate £ with the separated space <Q{x}, {Q{x}}>. Consider the coherent linear
substitution (o, w,) in which o(y) = —2 and w, maps Q¥ to Qf*}.

Suppose o is a simulation to some £'(s) £ 3/ < r -y + a; then we have that 7’ < 0 |=
—2' < 1% (—x) 4+ o for some r € {0,1} and o € Q. However setting =’ to M as M — —oo
yields a contradiction. Therefore, o is not a simulation to any £, and so LVASR(X) is not

cofibered over Sep. O

Intuitively, the additional constraint (besides coherence) that must be satisfied by a linear
simulation o from £ to £’ is that it is non-negative: for each variable z of £, we must have
o(z) = a1y1 + . . . ayy, where each a; > 0.

We thus consider the following variation of the category Sep from Section [4.3]

Definition 18. Let V C Q¥ and V/ C QY be vector spaces over the rationals. Consider the
partial order <y (and <y/) defined by p <y p’ iff p(x) < p/(x) for all z € X (<y defined
analogously). A positive map f between V and V' is a linear map that is monotone with

respect to these orders: u <y v implies that f(u) <y f(v).

Definition 19. Sep= is the category in which the objects are separated spaces over the

rationals and the arrows are positive coherent linear maps.
We now go about proving the necessary conditions to apply Theorem [5}
1. TS(X) is a concrete category over Sep=
2. Sep= admits pushouts

3. LVASR(Y) is cofibered over Sep=
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We begin by showing that LVASR(X) is cofibered over Sep= (for which we require that
LVASR(X) is a concrete category over Sep=). We continue by showing the other two con-

ditions above.
Lemma 10. LVASR(Y) is a concrete category over Sep=.

Proof. We define a faithful functor ¢ mapping objects and arrows of LVASR/(X) to Sep=.

Given a LVASR L over variables Y, define ¢(L) = <QY, D, §> where D is the coherence
classes of £ (as defined in Lemma [5)).

Let f be a linear simulation from £, defined over variables Y, to £, defined over variables
Y’. The witness function wy is constructed by an identical at-most-one argument as in
Lemma [5} two distinct coherence classes of £ cannot contribute non-trivially to the same
coherence class of L', as this would require £'(s) to simultaneously increment and reset C”
for some s. We define w; to map each coherence class C' of £’ to the unique coherence class
C' of L such that projs o f o projs is non-zero (and an arbitrary coherence class if no such
C' exists).

It remains to show that f is a positive map with respect to the component-wise orders
on Q¥ and QY. Suppose for the sake of obtaining a contradiction that f is not positive. Let
o be the substitution corresponding to f. Denote o(z) = >, a,y. We know by the fact that
f is not positive that there must be some «, < 0. Fix this y.

Fix some s € ¥, and consider some states p, p’ such that [p, p'] = L(s). There exists an
infinite decreasing sequence p’ = py, pa, ... such that [p, p;] |E L(s), obtained by p;1(y) =
pi(y) — 1 and pi1(y') = pi(y) for all other y' # y for all i.

Observe that p; 1 < p; for all i, and that f(p;11) > f(pi). Since f is a simulation, we have
that there is an infinite increasing sequence f(p1), f(p2), ... such that [p, p;] = L£'(s) for all
1. However, this is not possible because LVASR transitions are bounded above. Therefore, f

is positive.
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We may therefore define ¢(f) = (f,wy), which is a positive coherent linear map by the

above. =
Lemma 11. LVASR(Y) is cofibered over Sep=.

Proof. Similar to Lemma [0 in which the inequalities are stable due to the positivity of the

maps. O

To define the pushout of Sep, we used the pushout of the category of vector spaces VS
as a helper subroutine. Analogously, we define the pushout of Sep= using the pushout of
the subcategory category of vector spaces VS= in which all arrows are positive maps as a

helper routine.

Definition 20. The category VS= has as objects rational vector spaces of the form Q¥ and

as arrows positive linear maps.
Lemma 12. VS= admits pushouts.
Proof. Let f: QX — QY and g : Q¥ — Q7 be positive linear maps.

VvSss

Q*—>Q'

Let e, € Q¥ denote the vector where e,(y) = 1 and e,(y') = 0 for all ¢ # y, and let

e. be defined similarly. Consider the set of pairs of positive functionals that are compatible
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with respect to f and g:

F £ {<p7q>€(<@y—>zm@)X(QZ—an) :pof=qog, \ple,) >0 A /\q(eZ)ZO}.

Yy z

F is a polyhedral cone; let (p1,q1), ..., (P, gx) be its generators. Define the pushout object
D £ QF, and definep: B — D and ¢ : C — D by:

p(v) = (p1(v),...,oe(©)),  qlw) = (@(w),... qw)).

We have that po f = g o g holds componentwise since each p; o f = ¢; o g by definition of
F. We additionally have that p and ¢ are positive component-wise since each p; and ¢; are
positive because they are positive over the standard basis vectors by the construction of F.
It remains to show universality of (D, p, ¢). Consider another vector space Q" and positive
linear maps p’' : Q¥ — QV, ¢’ : Q% — Q" such that the diagram commutes. For each v € V,
let p), : Q¥ — Q be the functional p/,(b) = p'(b)(v), and define ¢/, similarly. Observe that for
each v € V the pair (p!,q)) lies in F, and so can be written as a nonnegative combination
P, q,) = Ele v (Dis qi) of the generators. The coefficients then define the map witnessing
universality: set u(d)(v) = Zle Av.i d(i), which is positive and satisfies uop = p’ and uoq = ¢’
O

Lemma 13. Sep= admits pushouts.
Proof. Similar to Lemma , with VS= in place of VS. O

With these lemmas in hand, we can use Theorem[5|to combine VASR reflections. Together
with Lemma [4] we have a divide-and-conquer approach to computing the VASR reflection
of any transition assignment: compute the VASR reflection of # restricted to each character,

then repeatedly combine the reflections.
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5.3 Evaluation

We implemented LVASR based summarization inside of LiP and evaluated it in the same

environment as Chapter [4]

Table 5.1: Number of tasks solved (v'), returning unknown (?), and timed out (TO) by each
tool on each benchmark set. Tools above the midrule are monotone.

Rec-Supreme (60) | Recursive (17) | Rec-Simple (35)

v o7 TO v o7 TO v o7 TO
LiP (LVASR) | 26 34 0 3 13 1 20 15 0
LiP (VASR) |14 46 0 2 15 0 |13 22 0
CRA 16 44 0 4 13 0 14 21 0
LiP A CRA 29 31 0 5 11 1 20 15 0
Korn 18 1 39 13 1 3 35 0 0
UAutomizer |23 0 37 11 6 23 0 12
Goblint 7 53 0 3 14 0 20 15 0

Precision among abstract interpreters. On Rec-Supreme, LiP with LVASR reflections
solves 26 tasks, compared to 16 for CRA and 7 for Goblint. Since LiP and CRA are both
monotone, their summaries can be conjoined to form LiP A CRA, which solves 29 tasks; this
highlights a benefit of designing monotone program analyses, which is that techniques are
naturally compatible. We can conjoin two monotone summarization techniques to produce
a joint technique that is also monotone and guaranteed to be stronger than either of its

subparts.

Comparison with model checkers. On Rec-Supreme, LiP (LVASR) solves 26 tasks ver-
sus 23 for UAutomizer and 18 for Korn, demonstrating that our monotone summarization
approach is competitive with state-of-the-art verification tools on diverse recursive programs.
On the SV-COMP sets the model checkers hold an advantage, particularly on tasks that re-

duce to bounded unrolling (Fibonacci, identity, recursive addition), for which fully general
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summarization provides little benefit. Korn times out on 39 Rec-Supreme tasks and UAu-
tomizer on 37, while LiP never times out—a reflection of the guarantee that our summariza-
tion procedure always terminates. It is important to note the qualitative differences between
abstract interpreters and model checkers; LiP could serve as a pre-pass to generate initial
candidate summaries for model checkers, which could then refine them via counterexample-

guided abstraction.

Contribution of LVASR refinement. Comparing the VASR and LVASR variants of
LiP directly isolates the contribution of the Lossy extension. The programs most affected
are those in which branches constrain the recursive argument with an inequality: VASR
reflections cannot represent the inequality branch, so the resulting summary is too imprecise

to verify the post-condition; LVASR reflections capture it exactly.
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Chapter 6

Semi-Linear Vector Addition Systems

with Resets

Our program analysis recipe requires classes of abstractions which are both tractable and
expressive. Chapters [4] and [5| described a progression of techniques that increased in expres-
siveness while retaining tractability; Lossy VASRs exceeded the theoretical and practical
value of VASRs for program analysis by capturing inequalities, rather than equalities, over
terms that were optionally reset then incremented. This chapter takes this progression to its
limit. Semi-Linear VASRs (SVASRs) equip each transition with a semi-linear set of possible
offsets. The SVASR reflection of any LIA-definable transition assignment has a step-wise
transition relation in exact correspondence with the original. In this sense, SVASRs repre-
sent a completion of the abstraction approaches presented in previous chapters. Translating
this theoretical result into a practical tool, however, remains an open challenge.

The chapter is organized around three contributions. Section shows that L-
reachability of a SVASR reduces to L’-reachability of an ordinary VASR, where the
blowup from L to L' is linear in the size of the generator representations of the offset

semi-linear sets. Since Section 4.2 showed that we can compute the context-free reachability
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relation of any VASR, this gives a procedure for computing the context-free reachability
relation of SVASRs. Section shows that every transition assignment has a SVASR
reflection. The reflection, however, has a state space of dimension exponential in the size
of the alphabet, making it impractical to construct explicitly. Section resolves this
by exploiting the symmetric structure of the reflection to compute, in polynomial time,
a formula that is semantically equivalent to the one that would result from explicitly
constructing the reflection and computing its context-free reachability relation — effectively
using an exponentially large object without ever building it. This removes a key barrier to
the use of SVASRs in scalable inter-procedural program analysis. We conclude by discussing

remaining issues standing in the way of an implementation in Section [6.5]

6.1 Definitions

A semi-linear set [46] over Z" is the finite union of linear sets in Z™. A linear set S in Z" is

generated by a base point b in Z™ and a set of periods py,...,p, in Z™:

SE{b+Mpr+ 4 ADn A, A €N}

The generator representation of a semi-linear set is not unique. For convenience, we fix one
such representation for each semi-linear set and refer to it as the basis of that set; nothing
in the following sections depends on the particular choice (Equality of semi-linear sets is
decidable, so in our algorithms, one can always test whether a semi-linear set is represented
by an existing set of generators). A basis Z" is an element of (Z" x (Z")*)*. Each element
of this representation is the generator representation of a linear set; that is, a base pointer
followed by a sequence of periods. Let B(S) refer to the basis of semilinear set S and let

S(B) be the semilinear set defined by basis B.
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In this section, we restrict our attention from transition formulas expressed in LIRA to
transition formulas expressed in LIA. A classical result is that LIA-definable sets coincide
with semi-linear sets [26]. Then, for every transition formula F' € TF(X), there exists a
semilinear set S such that S = {m :m = F}. For any such formula F, let B(F) be the
basis of the underlying semi-linear set of models. This observation motivates the definition
of semi-linear VASR: we instrument VASRs with semi-linear sets to make them expressive
enough to capture the semi-linearity of our program model.

A labeled semi-linear integer vector addition system with resets (SVASR) over variables
X and alphabet ¥ is a labeled transition system SV = <ZX, —>5V>. For each symbol s € X
there is an offset semi-linear set Sy C Z* and a reset vector r, € {0, l}X such that p >gp o/
if and only if A .y p'(z) = rs(x)p(x) + v(x) for some v € S,. Let RV(SV,s) and OS(SV, s)
denote rg and the basis of S, respectively. Note that — g is uniquely determined by RV(SV, s)
and OS(SV, s) for all s.

6.2 SVASR Reachability Relations in Polynomial Time

We show that context-free reachability of SVASR can be reduced to context-free reachability
of VASR. Our reduction creates VASR transitions representing the generator representations
of the semi-linear sets of the SVASR transitions and encodes the structure of these sets as
a regular language over these transitions. A SVASR transition resets some part of the state
then adds a vector from a semi-linear set; our key insight is that this is equivalent to a VASR
transition applying the same reset and adding one of the base points of the semi-linear set
followed by some number of VASR transitions each of which perform no reset and add one

of the associated periods. The following example illustrates the key idea.

112



Example 6.2.1. Consider the SVASR defined by:

SV(s) 22| =2 +0, AN2h =0, where (01,05) € {(1,2) + X (3,4): A € N}

We may define a VASR V and regular language R C {s,, s,}" for this SVASR such

that the transition relation =g, is equivalent to the regular reachability relation Eh;.

Vs, )22l =x+1Azh=2 V(s,) 22)=a1+3AN0h =19 +4

R 2 5,(sp)"

A single application of s in the SVASR with offset (1,2) + A (3,4) is then simulated
by one s, step in the VASR (resetting 25 and adding the base point) followed by A copies

of s, (each adding the period without resetting). The star in R ranges over the choice of

A

Consider a SVASR SV = <ZX, —>3V> over alphabet > and a language L C ¥*. In what
follows, Az.1 denotes the constant-1 vector in {0, 1}X. This is the appropriate reset compo-
nent for the period-handling transitions in the construction below, playing the role of s, in

the above example. Define a new alphabet g, C {0, 1}X x ZX to be the least set such that:
e For all s € X, for all (b, P) € OS(SV, s), we have (RV(SV,s),b) € X
e Forall s € X, for all (b,p;...p,) € OS(SV,s), we have (Az.1,p;) € Xg for all i € [1,n]

Define a VASR Vg, = <ZX 7_>VSV> over variables X and alphabet ¥, where for all
(r,v) € Xg we have:

Vay(s) = /\x’:r*x—l—v

zeX
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Finally, for each s € S, define the following regular language R, C X% :

R, = U (RV(SV,5),b) 0z, p1)* ... (a1, pn)*
(b,p1,--,pn)EOS(SV,s)

Lemma 14. Consider an SVASR SV over alphabet ¥. For all s € ¥, we have:

S / Rs /
(o) = (5 2o )
Proof. (=) Let X denote the variables of SV. Consider any states p, p’ such that p =g .
We have that A,y p'(x) = RV (SV,s)(z)p(x) + v(x) for some v € OS(SV, s). Then, there

must be some (b, p; ...p,) € OS(SV, s) such that v =b+ " | A\;p; for some Aq,..., A\, € N.

Then, observe that the word

w = (RV(8V,s),b) ()\x.l,p1>’\1 o (Al‘.l,pn))‘”

belongs to R, and that p i)y(gv) P, and so p &W&; 0.

( <) Consider any states p, p’ such that p ﬁhj&; p'. Then there must be some w € R,

such that p <3y, p'. By the definition of R,, for some (b, p; ...p,) € OS(SV, s) we have that
w=(RV(SV,s),b) Az 1, p)™ ... Azl p)™

for some Ay,..., A, € N. By the definition of V(SV), this implies that A, .y p'(z) =
RV(8V,s)(z)p(z) + (b + > ,cp App). Then, since b+ 3 7" \ip; € OS(SV,s), we have that

p s p. u

The above lemma corresponds the step-wise transition relation of any SVASR with the

regular reachability relation of a VASR. We may thereby reduce the task of computing the L-
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reachability relation of any SVASR to the task of computing the reachability of a VASR over
a language derived from L by replacing every character with its associated regular language.
Formally, let R(L) be the language replacing all characters in ¥ with their corresponding

regular languages: R(L) £ {w; ... w, : 3s1...5, € L,w; € Ry}

Theorem 11. For language L C »* and semi-linear VASR SV we have

Proof. Follows from Lemma [14] m

Therefore, L-reachability of SV reduces to R(L)-reachability of V. Observe that if L is
a context-free language, then R(L) is also a context-free language. The grammar generat-
ing R(L) extends the grammar generating L by replacing each terminal s € ¥ with the
start nonterminal of a grammar generating R,; this adds a number of productions linearly

proportional to the total size of the bases OS(SV, s) across all s € 3.

6.3 Best SVASR Abstractions of LIA-Definable Tran-
sition Systems

We now shift focus to the other ingredient of our recipe for computing monotone program
analyses: a technique to compute the SVASR abstraction of an LIA transition assignment
representing our program of interest.

We show a direct construction of the SVASR reflection. The reflection is exponentially
sized with respect to the original transition system, making it impractical for direct usage.
We show that we can exploit symmetries in the reflection to compute its induced summary

in polynomial time in Section
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6.3.1 Best SVASR Abstractions

We define the SVASR reflection of a transition assignment #f : ¥ — TF(X) via a direct
construction. Although the divide-and-conquer strategy of Chapter 3| applies here with Sep
(from Chapter [4)) as the underlying category, we bypass it and present the reflection directly.
This is possible because the variables of the SVASR reflection are determined entirely by X
and X, and is independent of the actual formulas assigned by #.

The SVASR reflection (o, SV) of a transition assignment ff over variables X and alphabet
¥ can be defined as follows. The state space of SV is Z* x{0.1}”, Intuitively, for each variable
x and character s € X, we must make a choice of whether to treat s as a reset of x. We
introduce 2/* copies of each variable x to encode all possible choices. Thus, a “variable”
of the SVASR reflection is a pair (x,C) € X x {0,1}” where z is variable of #, and C(s)
indicates whether s is to be treated as an increment (C'(s) = 1) or reset (C(s) = 0). The

simulation ¢ : X x {0,1}” — LinTerm(X) is defined as:
o((x,C)) =
The relation — g, is defined in terms of RV (SV, s) and OS(SV, s) as:
RV (8V,s) = X(z,C).C(s)

0S5(8V, s) = {)\ (z,C) . if C(s) then p/(x) — p(x) else p'(z) : p 2oy p’}

A basis for OS(SV, s) can be computed from a basis for ~7 as follows. For any ¢ =

(p,p') € Z* x 7%, define

t 2 Xz, CO) . if C(s) then p'(z) — p(x) else p'(z) .

116



Then we define

0S(8V, 5) 2 {<1§;p1,...,pn> (b, pr...p) € B(gf(s))} .

Theorem 12. The pair (f,SV) is a SVASR reflection of T'.

Proof. First, we show that f is a simulation from # to SV. Consider any states p, p’
such that p =4 p. By the definition of OS(SV,s), we have that the vector v =
(A (z,C) . if C(s) then p'(z)—p(x) else p'(z)) is in OS(SV, s). Then, since RV(SV, s)(z,C) =

C(s) for all (x,C), we may immediately conclude:

A FO),0) = RSV, ) ({2, ) f(p) (x, C)) + v((x, C))

(z,0)eX x{0,1}F

because f(p')((xz,C)) = p'(z) and f(p)({(z,C)) = p(x); then, each conjunct holds by
substituting the definitions of RV(SV, s)({z, C)) and v({x, C)).
Consider another SVASR abstraction (f’,SV') over variables Y. We will show that the

following function f* : Z* 0. 5 7Y ig a simulation from SV to SV

[ (o) = Ay.f'(Az.o((x, Cy)))(y) with Cy = XAs.RV (S, s)(y)

A piece of intuition for this definition is that (z, C,) is the variable of SV that abstracts
the variable z of T and that experiences the same resets per-character as y in SV,

First, observe that f*o f = "

F(f(p) = Xy Qx.fp)(x, Cy))(y)
= Ay.f'(Az.p(@))(y) = f'(p)
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To show f* is a simulation from SV to 8, consider states 0,0’ € ZX*{01” sych that

o s o' By the definition of OS(SV, s), there must be p, p’ such that p =4 o’ and:

A o'({z, 0)) = 1o({z,C)) + (p'(x) — p(x))

(z,CYeX x{0,1}%,C(s)=1
AN o 0) =005, O + (0())
(z,CYeX x{0,1}%,C(s)=0
Thus, for all (z,C) € X x {0,1}7, if C(s) = 0 then o'({(z,C)) = p/(z) and if C(s) = 1
then o((z, C)) — o/ ({z, C)) = /() — pla).
Since p 27 p', we have that f'(p) g f'(p’). Then, there is some v € OS(SV', s) such

that:
N 1)) = RV(SV', ) () f () (y) + v(y) (6.1)

yey
Note that RV (SV',s)(y) = Cy(s) for all s. Then, for all variables y € Y of SVASR SV, if

RV(8V', s)(y) = 0 then o’(z,C,) = p'(x) by previous reasoning. In such cases:

[ (o) y) = f'Qa.o'(x,C))y) = f'Qap'(x)(y) = f(0)(y)

Substituting f'(p')(y) with f*(¢’)(y) in Equation (1) and using RV (8V', s)(y) = 0, we have

that f*(o")(y) = RV(&V', 5)(y) f*(0)(y) + v(y).
In the other case, if RV(SV,s)(y) = 1 then Cy(s) = 1 and so o'(z,Cy) — o(z,Cy) =

p'(z) — p(x). Then, using the linearity of f’, we have:

[ y) = (o)) = f'(\v.o'(x,C)))(y) — f'(Av.o(z, Cy))(y)
= f'(\v.0'(z,Cy) — o(x,C,))(y)

= f'(Ax.p'(x) = p(2))(y) = f'(0) () — flp) (W)
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Then, substituting f'(p)(y) — f'(p)(y) with f*(¢’)(y) — f*(¢)(y) in (1), we have that
f(@)(y) = RV(&V',5)(y) [*(0)(y) + v(y).

Therefore, by cases, we have that:

N 170 (y) = RV(SV', ) (y) f*(0')(y) + v(y)
yey
We can conclude that f*(o) Zqr f*(c'), that f* is a simulation from SV to SV, and

that (f,SV) is a reflection of T O

6.4 Over-Approximate Semi-Linear Transition System
Reachability in Polynomial Time

Following the recipe introduced in Chapter [3} given a transition assignment f, we can com-
pute a formula F' such that [p, p'] = F if and only if f(p) ﬂgy f(p') where (f,SV) is the
SVASR-reflection of #. This formula is an over-approximation of the context-free reachability
relation of #f, but requires exponential space w.r.t. # because the dimension of SV is expo-
nential in the size of the alphabet. We show here that we can compute a formula equivalent
to F'in polynomial time w.r.t. #.

The key is to never explicitly compute the SVASR-reflection (f, SV). Given a semi-linear
transition system T, let My : X — (ZX{0 x (ZX>{01)*)* be the function mapping each

s € X to a basis of the following semilinear set:
My(s) £ {A (z,7).if r =1 then p/(z) — p(z) else p/'(z) : p S p/}

This set is semi-linear: it is LIA-definable in terms of #{s). A basis of this set can be

computed from a basis of #f(s) in polynomial time, as in Section Given a transition
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assignment #f over variables X, this subsection computes G € T'F(X) such that [p, '] F G
if and only if f(p) £>5V f(p') in polynomial time w.r.t. My.

Our approach to computing G is based on a subtle reframing of the construction used to
compute the context-free reachability relation of VASRs in Section [4.2] There, we computed
a formula representing the abstract trajectories of £(G) and further constrained the free
variables of that formula to identify the final resets of each dimension of the VASR. Directly
considering every variable of the SVASR reflection involves identifying exponentially many
final resets. However, the final reset of every SVASR variable will occur at the final occurrence
of some character s € 3, and at the final occurrence of every character, at least one SVASR
variable for each variable z € X has its final reset; namely (z,C') in which C'(s) = 0 and
C(s") =1 for all s’ # s. Although there are 2* dimensions of the SVASR reflection associated
with each variable, at most |X| of these dimensions have different values.

Our approach then is to mark the final occurrence of each symbol and to conjoin a
formula per final occurrence representing the transition of all variables which experience
their final reset there. This approach ultimately exploits the symmetry about each variable
of the SVASR reflection.

We first use the same formula AT(|3|, G) defining the |X|-marked abstract trajectories
of L(G) from Theorem |7l We then define a new formula WF(X) ensuring that our symbolic

|¥|-marked abstract trajectory marks the final occurrence of every s € X:

2|3[+1 1=
Cs; >0 =
WF(E) = /\ /\ > A E Cs,25 S 1
s€2 \ =1\ Veyen ki Csk > 0 j=1

Then, we define the formula Transition( My, Y) which describes the transition correspond-

ing to the symbolic abstract trajectory value. This formula uses the following sets of variables
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to symbolically pick the SVASR translation vector corresponding to each occurrence of ¢ ;:

D 2{dsy,;: s €%, (b,P) € Mp(s),i € [1,2|%] + 1]}

E&{eppi:s€X, (b,P) € Mp(s),p€ Pic[l,2]%+1]}

The following formula Corr(¥, My) corresponds variables ¢, to the relevant variables
dsp; and egp ;. The variable ¢, ; captures how many times s appears in subword ¢ - for each

such appearance, we must pick a single base vector and any number of periods.

2| +1
Corr(¥, Mr) = /\ /\ Z dspi =Csi | N
sex =1 (b,PYeMr(s)

/\ /\ (637})77”‘ >0 = ds,b,i > 0)

(b,PYeMr(s) pEP

We define ResetAt(i, z, Mr,Y) to compute the value that = would be reset to by the ith
even subword and AddsAfter(i, x, Mr,>) to compute the value of the increments to x after

the 7th subword.

ResetAt(i, z, My, X% Z Z (dab,ib((x, 0)) + Z esppiD((T, 0>))

SEX (b,P)EMr(s) peP

A dypb((x, 1))+

AddsAfter(i, x, Mp, %S Z Z Z

j=i+1 s€X (b,P)eMr(s) ZpEP es,b,p,jp(<x’ 1>)
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And subsequently define:

' =z + AddsAfter(0, z, My, S)A

sex Cs,2k > 0 =
Transition(X, My, %) £ /\ = e

zeX k=1 | ' = ResetAt(2k,x, My, %)+

AddsAfter(2k, x, My, )

Finally, we conjoin these formulae to produce our summary.

I{c;; >0:s€X,ie[l,2X]+1]}

3 {ds,b,i >0: ds,b,i c D} 3 {6571)’ ji >0: €s,bp,i € E}
Summary(X, Mr,G, %) = g 3
Transition(X, My, ¥) N AT(L, |X])

AWEF(X) N Corr(%, Mr)

Theorem 13. Consider a transition assignment {f and a context-free language L(G) C 3*.

Let (f,SV) be the SVASR-reflection of T" defined in Section Then,

L(G)

[0, '] |E Summary(X, My, G, %) <= f(p) —>s f(¢)

Proof. Firstly, note that there is a one-to-one correspondence between the elements of the
set generated by My(s) and the set generated by OS(SV, s), as both are defined by p, p’ such
that p 27 p. For each s € ¥, define v, : Z¥*{01 — 7X{013” by Vs(v)(x,C) £ v(z,C(s))
to translate between the elements of the set generated by My(s) and that of OS(SV, s). Let
;! be a left inverse.

( = ) Consider p,p such that [p,p] E Summary(X, My, L,3). By its definition,
there exists a valuation A : {cs;,:s€X,1€[L,2|X|+1]} UD UFE — N such that

(Transition(X, My, X) N AT(L, |X|) N WE(X) A Corr(X, Mr)) holds when each c¢,; is re-
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placed with A(cs;), each dsp; is replaced with A(dsp;), and each egp,; is replaced with
Alesppi)-

Let n : (X x [1,2]X] + 1]) — N be the function mapping each (s,i) to A(cs;). Since
this valuation satisfies AT(L, |3X|), we have that n is a |X|-marked abstract trajectory over
Y such that there exists a word w = s;...5), € L such that w I- n. We will show that
f(p) “sv f(p)), therefore showing f(p) Zs f(o').

Consider any (z,C) € X x {0,1}” such that RV(SV,s;)((z,C)) = 1 for all s
in w. Observe that the first conjunct of Transition(X, Mr,>) ensures that p'(z) =
plx) + ZLZ'I v;((z,1)) where each v; € S(Mp(s;)). Since it is the case that v;(x,1) =
s, (v;)((z, C)) for all i in [Jw|] since C(s;) = 1, we have that f(p')((x,C)) = f(p)((z,C)) +

I s () ({2, C)).

Consider any (z,C) € X x {0,1}” such that RV (SV, s;)((x,C)) = 0 for some s; in w. Let
J be the highest index such that RV(SV,s;)({(z,C)) = 0. WF(X) ensures that A(cs, o) =
1 for some k. The corresponding conjunct of Transition(X, My,>) ensures that p'(z) =
vj({x,0)) +ZLZ‘].+1 v;({x, 1)) where each v; € S(Mr(s;)). Since it is the case that v;({z,0)) =
Vs, (vj)((x, C)) since C(s;) = 0 and v;((z, 1)) = ¥, (v;)((x,C)) for all i € [j + 1, |w]|] since
Clss) = 1, we have that £(5)({z, C)) = o, (0)({2, C)) + 7L b, (00) (2, C)).

Observe that for all i € [1, |w|], we have ¢, (v;) € OS(SV, s;). Then, by the above casework
over all (z,C'), we have that f(p) L fp).

( <= ) Consider p,p’ such that f(p) Lo f(p'). There exists w = $1...5, € L such
that f(p) —s» f(p'). Let d be the number of unique characters in w and let 7, .. .74 be the
indexes of the final occurrence of each letter; that is, character s;; does not appear in subword
Si;+1---Sp. For all j € [1,d], let word wy; be the character Si and let word wsy;_; be the
subword s;,_ 1. ..8;,-1; let waqy1 through wos1q be empty. Let n: (X x [1,2[X] 4+ 1]) = N
be the function such that n(s,) is the number of occurrences of s in w;. Observe that n is

a |X]-marked abstract trajectory and w IF n.
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By assumption, we have f(p) = 01 sy ... 2% 0001 = f(p). For all i € [1,n], let
0; € 0S(8V,s;) be the offset vector used in the transition o; SN 0i+1. There exists some
(b, P) € Mr(s;) such that ¢(0;) = b+ > p App. Fix such a representation for each o;. Let
¢ : (DUE)— N be the function mapping each d;;; to the number of times b occurs in the
representations of the o; corresponding to all s; in w; and mapping each ey ,; to the sum
of A\, in the representations of the o; corresponding to all s; in w;.

Finally, we can observe that Summary(X, Mr,L,¥) holds when all ¢,; are set
to n(s,i), all d € D are set to ¢(d), and all e € E are set to ¢(e). The subfor-
mulas AT(L,|X|) A WF(X) and Corr(X, My) hold by construction of n and ¢ re-
spectively. The first conjunct of Transition(X, Mr,¥) holds because the transition
f(p) s f(p) implies that f(p')(z,As.1) = f(p)(z,As.1) + D1 0i(z, As.1) or equiv-

alently p/(z) = p(x) + > i, ¥(0;)(x,1). For the remainder of the conjuncts, with k € [1,d]

n

the transition implies that f(p')(z, As.s = s;,) = 05, (x, As.s = s3)+ 37,

0j(x,As.5 =8;,)
or equivalently p'(z) = (0 )(x,0) + >, 1, ¥(0j)(z,1). Therefore, Transition(X, Mr,Y)
[

holds, and we therefore have that Summary(X, My, L,%) holds.

6.5 Discussion

The central result of this chapter is that we can use the SVASR-reflection of any transition
assignment to over-approximate its context-free reachability relation. This is perhaps sur-
prising: the SVASR reflection constructed in Section has a state space exponential in
the size of the alphabet. The key insight of Section is that this exponential structure is
highly symmetric and this symmetry can be exploited to compute the implied reachability
formula without ever materializing the reflection itself.

Following the recipe introduced in Chapter [3| the resulting program analysis is sound,

monotone, and local. However, a significant obstacle stands between these theoretical results
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and a practical implementation. The polynomial time bound is with respect to the sizes of
the bases of the semi-linear sets My(s). These bases can be arbitrarily large. For example,

consider the following transition formula for an arbitrary integer n > 0:

O<zAz<n

The semi-linear set of models of this formula is:

n
U
i=1
and therefore has a basis representation of size n. This means that even a single variable

formula has no bound on the size of the basis of its models. Finding a way to handle the

space overhead incurred by semi-linear sets in formulas is an active area of research [42].
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Chapter 7

Almost-Commuting Transition

Systems

In this section, we aim to investigate the formal foundations making our reachability con-
structions possible for VASR, LVASR, and SVASR. A central tool in these constructions is
Parikh’s Theorem, which allows us to compute the set of possible character counts of words
in a context-free language. This character count is the universal commutative abstraction of
a language of paths: if every operation in our program commuted, we could use the count of
every operation to infer the net effect of all operations, as order would not matter.

VASR, LVASR, and SVASR do not have commutative operations, making their successful
use of Parikh’s Theorem surprising. Their reachability constructions work by computing
the Parikh image of an unfolded copy of the grammar of a context-free language, which
decomposes each word in the language into a finite number of phases. Each phase corresponds
to a subsequence in which the transitions do commute, enabling Parikh-based reasoning to
proceed piecewise.

This discussion raises the following question:
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Is there a generalization of these works that extends the power of Parikh’s Theorem to

reason about systems that are only partially commutative?

In this chapter, we answer this question affirmatively by identifying a new algebraic struc-
ture that combines a finite-state control component with a commutative-state component.
This class is neither finite nor commutative, but remains amenable to Parikh-based analysis.
Our key technical result is that the image of a context-free language under a homomorphism
into an almost-commuting monoid is a semi-linear set and definable in polynomial time. This
result expands the applicability of Parikh’s Theorem, and may be of independent interest.

The motivating application for this result is in solving CFL-reachability problems for tran-
sition systems represented by almost-commuting monoids, which we call almost-commuting
transition systems. We identify several concrete examples of transition systems that non-
trivially inhabit this algebraic structure, including a generalization of the abstract domain
seen thus far in this thesis. Our technical result yields an automatic decision procedure
for solving CFL-reachability queries concerning all of our examples, and more generally all
almost-commuting transition systems meeting a queryability condition.

Our work can be viewed as a potential “backend” for automated program analysis. A
client would have two obligations: (i) identifying a suitable family of almost-commuting tran-
sition systems S in which to model programs, and (ii) developing an abstraction procedure to
translate a given program into an .S system that over-approximates the behavior of the pro-
gram. Our work then allows the computation of a summary formula describing the possible

executions of the abstraction over a context-free set of control paths.

7.1 Overview: Generalizing VASR

Our approach to defining the reachability relation of vector addition systems with resets was

based on computing the set of abstract trajectories of a context-free language of paths which
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captured enough information to infer the net effect of the related VASR transitions. These
abstract trajectories were an extension of the Parikh image, or character count, in which
a finite set of characters are identified along with the sub-words in between. We used the
finite set of characters to mark the final reset of each dimension of the VASR. The key fact
that enabled the use of the Parikh image was the commutativity of operations within each
subword between final resets.

The generalized approach presented in this chapter, when applied to VASR, directly com-
putes these commutative subwords by expanding the underlying grammar. The advantage
of this formulation of VASR reachability is that it can be readily generalized. For example,

consider the following numeric programs:

def f(x): def g(x):
if (%) if (%)
return 7 return -x + 2
else: else if (*):
return g(x + 1) return f(-x)
else:

return f(x) + 1

Just as our formulation for VASR reachability decomposed runs into phases before and
after the final reset of each variable, we may decompose runs through f into phases based
on the algebraic structure of the operations. All operations are of the form 2’ = r % x + 0 in
which z and 2’ are the pre-state and post-state values respectively, r € {—1,0,1}, and 0 € Z,
and this form is preserved under composition. Intuitively, we decompose runs through these
functions into phases based on the possible value of r while modifying the additive component
o based on the r context. We may display this composition by unfolding each procedure above

into multiple copies annotated by the r context.
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def f_shell(x):
if (%):
return x + f_one()
elif (*):
return -x + f_neg()
else:

return f_zero()

def f_one():

return 1 + g_one()

The £ and g procedures have been unfolded into a shell procedure f_shell, which has the
same input-output behavior as f, and six context-labeled procedures in which the contexts
are _one, _neg, and _zero. The context tracks the effect of later operations on the current
increment—i.e., how future manipulations of the x parameter (of the original program) affect
the local increment. For example, because the body of f_neg presumes that calling g neg will

negate future increments, it negates the increment performed in procedure £ (decrementing

def f_neg():

return -1 + g_neg()

def f_zero():
if (%)
return 7
else:

return g_zero()

def g_one():
if (%)
return f_neg()

else:

return f_one() + 1

by 1 rather than incrementing by 1).

def g_neg():
if (%):
return 2
elif (*):
return f_one()
else:

return f_neg() + 1

def g_zero():
if (%)
return f_zero()
else:

return f_zero() + 1

For example, consider the run of f with input x = 3 and returns —2 via the path:

f(x) = gx+1) - f(x+1)+1 = g((x+1)+1)+1 — (- ((x+1)+1)+2)+1 — -x+1 — -2

129



This run corresponds to the following run in £_shell with the same input-output behavior:

f_shell(x) — -x+f neg() — -x-1+gneg() — -x-1+f neg()+1

— —x-1-1+g neg(O+1 — -x-1-1+2+1 — -x+1 — -2

Each run of f_shell contains (i) exactly one initial operation, which sets the context
and adds in the value of x relevant to that context, (ii) a sequence of operations performed in
f one, f neg, f zero, g one, g neg, and g zero, and (iii) exactly one constant return from
f zero or gneg. All arithmetic operations in (ii) are increments to the top-level return
variable, which commute with each other.
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The occurrence of the “-z” term in the second branch of f_shell is not an instance of
a non-commuting operation in the sequence of operations performed during the run. One
should think of “-x” as preceding the sequence, and setting the context of what is being
computed. Then, our transformations on this program allow us to reinterpret our program as
a purely commutative program with a finite control skeleton. Because f _shell is semantically

equivalent to f, the transformation allows us to compute the input-output relation of £ via

the Parikh image of the runs through f_shell, as desired.

7.2 Technical Definitions

This section defines almost-commuting monoids (ACMs). The following sections will provide

examples of such monoids and examine their properties.

Definition 21. A monoid (M, -, 1) consists of a universe of elements M, a binary operator

(=) (=): M x M — M, and an identity element 1, where:

e (Associativity) For any a,b,c € M we have (a-b)-c=a-(b-c)
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e (Identity) For any a € M we have 1 -a=a-1=a

An almost-commuting monoid (ACM) is a monoid (M, -, 1) whose elements can be fully
described as the image of a finite set ' C M under a right action < by a commutative
monoid (C' C Z",+,0). The action < respects both the monoid structure of M (via a kind
of “reassociativity” rule for - and <), and the additive structure of C' (via a kind of “mixed”

associativity rule for < and +).

Definition 22 (Almost-Commuting Monoid). A monoid (M, -, 1) is almost-commuting if
there exists a finite subset F' of M, a commutative integer monoid (C' C Z",+,0), and an

action < : M x C — M such that:
1. M={f<c: feFceC}
2. (Reassociativity) For all m;,ms € M and all ¢ € C, we have (mq-msg)<c = my - (mg<c)

3. (Action) For all m € M and all ¢;,¢c0 € C, we have (m<c;) <cg = m< (e + ¢2) and

m<0=m

4. There is an algorithm that, given m € M, computes f € F and ¢ € C such that

m= f<ec.

(Note the mnemonic: F' and (possibly subscripted) f for “finite”; C' and (possibly sub-

scripted) ¢ for “commutative.”)

Example 7.2.1. Consider the monoid ({0,1} x Z, -, (1,0)) in which - is defined as:

{a,b) - {a', V') = (ad',d'b+ V).
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This monoid is an almost-commuting monoid, with finite subset F' = {(0,0),(1,0)},
commutative monoid (Z, +,0), and action < defined by (a,b) <c¢ = (a,b+ ¢). The first
three conditions can be straightforwardly checked; the algorithm for the fourth condition

is component-wise projection.

Our goal is to compute the images of context-free languages under homomorphisms into
almost-commuting monoids. Effective representation of such images hinges on identifying
a class of sets that is both expressive and tractable. Semi-linear sets fit this role, and we

represent them using formulas in LIA.

Definition 23. Let M be an ACM parametrized by finite subset F', commutative monoid

(C CZ" +,0), and action <: M x C'— M. A linear set over M is a set of the form:

S={fa(+ p1+--+Xepe) | s €N}

for f € F and b,pq,...,pr € C. Semi-linear sets are finite unions of linear sets.

Definition 24. Let M be an ACM parametrized by finite subset F' = {fl, ceey f|p|}, com-
mutative monoid (C' C Z", +,0), and action <« : M x C — M. We say that LIA formula

(o, . .., x,) weakly defines a subset S C M if

S={fi<(c1,...,cn) | &(i,c1,...,c,) holds}.

LIA formula ¢(zo,...,x,) strongly defines subset S C M if

{{fisc1,-- - cn) | @(iyeq, ... en) holds} = {{f,c1,...,cn) | f<(et,. . en) €S}

The distinction between a formula strongly defining a subset S versus weakly defining S

is that strongly defining means that the formula recognizes all {f, c) such that f<c lies within
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S, whereas weakly defining means that the formula recognizes at least one (f,c) such that
f<c =m for each element m of S. As expected, a formula that strongly defines a subset also
weakly defines it. Weakly definable sets coincide with semi-linear sets over almost-commuting
monoids.

The above definitions allow us to use LIA formulas to define semi-linear subsets of almost-
commuting monoids. Note that what the formulas define is not quite the same as the notion
of definability in the traditional sense: our formulas do not identify the elements of a subset of
an ACM, they identify a set of representations of these elements. We provide several examples
of ACMs that model transition systems in §7.3, and in we show that even though our
formulas identify representations of sets of interest, they still allow CFL-reachability queries
to be answered.

Our central technical result shows that we can compute a LIA formula that weakly defines
the image of a context-free language under a monoid homomorphism into an ACM. That
is, let £(G) C ¥* be a context-free language over a finite alphabet 3, let v : ¥ — M be a
valuation of that alphabet, and let v* : ¥* — M be v extended to a monoid homomorphism

over ACM (M, -, 1). Then, the set:

{v*(w) [w e L(G)}

is semi-linear, and we can compute a LIA formula that weakly defines it in polynomial time.

This result generalizes Parikh’s Theorem beyond commutative monoids, and may be of
independent technical interest. Our motivation for this generalization is its application to
answering context-free-language reachability queries involving transition systems that are

represented by almost-commuting monoids.
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Definition 25 (Almost-Commuting Transition System (ACTS)). A labeled transition sys-
tem <ZX, —>> over finite alphabet ¥ is almost-commuting if the monoid (M, -, I) is almost-

commuting, in which:
e M is the closure of {ix s € E} under relational composition,
e - denotes relational composition, and
o [ C ZX x ZX is the identity relation.

Our main technical result in the context of transition systems means that for any context-
free language L£(G) and any almost-commuting transition system 7', we can compute a
representation of all transition relations corresponding to £(G) paths through 7. That is,

we can weakly define the set:
{S—1>To---o i S1.. .8y € E(G)}

However, this result is not a sufficient representation of the £(G)-reachability relation for
T because we are unable to test for membership. That is, given two states of the transition
system, we do not have a way to test if any of our transition relations contain the states. To

bridge this gap, we introduce the following definition:

Definition 26. Let T be a labeled transition system over finite alphabet ¥ and let M be
the closure of {i>T: s € E} under relational composition. 7" is a queryable ACTS if T is
an ACTS and there is an algorithm that computes, for any states p, p’ € S, a LIA formula
strongly defining the set

{—meM|p—p}

With this condition in hand, given two states p,p’ of the transition system, we may

conjoin the formula that strongly defines the set of transitions between the states with the
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formula that weakly defines the set of £(G) paths through the transition system to produce

a formula that weakly defines the set:
{S—1>TO---O in—)T| ps—1>TO---O in—)Tpl,Sl...Sn GE(G)}

CFL-reachability between p and p’ then reduces to checking whether this set is empty; that
is, satisfiability of this formula.

In the following section, we present several concrete examples of almost-commuting tran-
sition systems; we also show that these transition systems are queryable. In we formally

prove that we have a decision procedure for CFL-reachability problems over queryable ACTS.

7.3 Examples of ACTS

This section provides examples of almost-commuting transition systems. Theorem [17]in
implies that we immediately have a decision procedure for context-free reachability problems
involving all of these systems. shows that ACTS are closed under several operations,
enabling us to generalize all of these examples to arbitrary dimension and allowing us to build
complex ACTS out of simple components. The three families studied in earlier chapters—
VASR, LVASR, and SVASR—are each subsumed by or reducible to our first example, called

finite monoid affine vector addition systems.

7.3.1 Finite Monoid Affine Vector Addition Systems

Finite Monoid Affine Vector Addition Systems (FMAVAS) are a generalization of integer VAS
that were introduced in [8], drawing on prior work on computing closures of affine relations
[9, 22]. Their work showed that the regular-language reachability relation of FMAVAS is

computable via a reduction to the regular-language reachability relation of vector addition
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systems. We show here that FMAVAS are queryable almost-commuting transition systems,

and thereby show that we can solve CFL-reachability problems over them.

Definition 27. A finite monoid affine vector addition system over a finite alphabet ¥ is a
labeled transition system (Z",{—s| s € ¥}) equipped with a finite monoid (L, o, I} of linear

functions Z"™ — Z", such that for each label s € ¥, the transition relation — satisfies:

r .1 < 2'=f(x)+o0 forsome feL, ol

The program in is an FMAVAS. The following is an example of a 2-dimensional
FMAVAS.

Example 7.3.1. Let the alphabet ¥ consist of a single character a . Let (Z?, {—,}) be
a FMAVAS in which:

One can observe that VASRs are a special case of FMAVAS in which the finite monoid

(L,0,T) is of the form:

L={Xpr*p:re{0,1}"}
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The following theorems, which establish that every FMAVAS is an almost-commuting
transition system and that they are queryable, establish the same properties for VASR.
The following theorems are also in principle adaptable to prove that every Lossy FMAVAS
(defined by replacing the = in the above definition with < and requiring a positivity con-
straint over the matrices in L) is an almost-commuting transition system and that they are
queryable, and therefore that these properties also hold for Lossy VASR. Semi-Linear VASRs
are not obviously almost-commuting transition systems, but we can use the machinery de-
veloped in this chapter to analyze Semi-Linear VASRs using their correspondence to VASRs
that was described in Chapter [6]

Finally, we observe that every FMAVAS is an almost-commuting transition system, and

that they are queryable.

Lemma 15. Every finite-monoid affine vector addition system is an almost-commuting tran-

sition system.

Proof. Let (Z",{—s| s € £}) be an FMAVAS over finite alphabet 3, equipped with a finite
monoid (L, o, I} of linear functions. Let M denote the closure of {—4| s € ¥} under relational
composition -, and let T be the identity relation on Z". We will show that (M, I) is an
almost-commuting monoid.

For each f € L, define Ry = {(x,2) | 2’ = f(z)}. Let F ={Ry | f € L} and let C' = Z".
Define the action <: M x C'— M by:

m<ac={(z,2'+¢) | (z,2") € m}.

To verify Condition (1) of Definition 22} observe that every generator — of M is of the
form:

{(z,2") [ 2" = f(z) + 0} = Ry <0
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for some f € L, o € C'. Additionally, we have the following closure property: for all f, f' € L
and 0,0 € C:

(Rf<0) - (Rp<ad) = Rypop<a(f'(0)+0),

Because {Rf<o: Ry € F,o € Z} contains the generators of M and is closed under compo-
sition, it is equal to M. Thus, every element of M is of the form R; <o for some R; € F
and o € Z".

Conditions (2) and (3) follow directly from the definition of <. Condition (4) is straight-

forward: the affine transformation 2’ = f(z) + o decomposes into Ry € F and o € C. O
Lemma 16. Finite-monoid affine vector addition systems are queryable.

Proof. Let (Z",{—| s € ¥}) be an FMAVAS over finite alphabet ¥, equipped with a finite
monoid (L = {fi... fi},o,I) of linear functions. Let M denote the closure of {—,| s € ¥}
under relational composition.

Consider any states p, p’ € Z™. We can define the set {— € M | p — p'} with the following

formula:

L]

\/IO :Z/\p, = fz(p) + (xlw .. 7(1/’”)7

i=1
where xy encodes the choice of f; € L and (z1, ..., x,) encodes the offset vector in Z™. This
formula thus strongly defines (Definition the required subset of M. n

7.3.2 Natural Offset Max-Plus Linear Systems

Max-Plus Linear Systems arise from the use of the max-plus algebra, where “addition”
is replaced by taking maximums and “multiplication” by addition. Certain discrete-event
systems, including production lines, railway networks, and communication protocols, can be
modeled within this algebra [17]. Max-Plus Linear Systems are transition systems in which

the transitions correspond to the analogue of affine updates in the max-plus algebra. We
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show here that the subclass of Max-Plus Linear Systems in which the offset coefficients are

non-negative are queryable almost-commuting transition systems.

Definition 28. A natural offset max-plus linear system over a finite alphabet ¥ is a labeled
transition system (Z, {—| s € ¥}) equipped with functions a : ¥ — Z and b : ¥ — N such

that for each label s € ¥, the transition relation —, satisfies:

T =1 <= 1 =max(z,a(s)) + b(s)

We now observe that these transition systems are almost-commuting and queryable.

Theorem 14. Every Natural Offset Max-Plus Linear System is an almost-commuting tran-

sition system.

Proof. Let (Z,{—s| s € £}) be a natural offset max-plus linear system equipped with func-
tions a : ¥ — Z and b : ¥ — N. Let M denote the closure of {—| s € ¥} under relational
composition - and let T be the identity relation on Z. We will show that (M, - I) is an
almost-commuting monoid.

Let I be the closed interval [min, a(s), max,a(s)] and define for all v € I :

R, ={(z,2") | ' = max(z,v)}

We define:

F={R,|vel} C=N m<c={(z,2"+c¢)| (z,2") € m}

Observe that for every generator —, of M, we have that:

— = Ra(s) < b(s)
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We now show closure under composition. For all R,, R, € F and ¢,¢ € N:

R,<c- Ry <ad ={{x,2") | 2’ = max(z,v) + ¢, 2" = max(z',v") + '}
= {{z,2") | 2" = max(max(z,v) + ¢,v") + '}
= {{z,2') | 2 = max(max(z,v) + c,v") + '}
= {{z,2') | 2’ = max(max(z + ¢,v+¢),v") + '}
= {{z,2") | 2 = max(z + ¢, max(v +¢,v")) + '}
= {{z,2") | 2 = max(z, max(v,v" — ¢)) + c+ '}

= Rmax(v,v’—c) < (C + C,)

Because v,v" € I and ¢ € N, max(v,v'—c) also lies in I. Hence, we have that compositions
remain in the form R, < ¢, and thus by structural induction over M we have that every
element therein can be represented in that form (Condition (1) of Definition [22)). Conditions
(2) and (3) follow straightforwardly from the definition of <. Condition (4) is straightforward:

transformer 2’ = max(z,a) + b is associated with R, € F' and b € N. O
Lemma 17. Natural Offset Max-Plus Linear Systems are queryable.

Proof. Let (Z,{—| s € £}) be a natural offset max-plus linear system equipped with func-
tions a : ¥ — Z and b : ¥ — N. Let M denote the closure of {—;| s € £} under relational
composition. Let [ = minga(s) and r = max,a(s). Let the finite subset of M be denoted
F=A{Ry,...,R.}, where R, = {(z,2') | 2’ = max(z,v)} for all v € [I,7].

Consider any states p, p’ € Z. We can define the set {— € M | p — p'} with the following
formula: .

\/xoziAp’:maX(p,l+i—1)+x1
i=1

140



where zy encodes the choice of the threshold in the max, and x; encodes the offset. Note

that max can be straightforwardly encoded into LIA arithmetic. O

7.3.3 Parity-Guarded Systems

Parity-Guarded Systems are transition systems whose update rule depends on the parity of
the current state. They are a simple example of how guarded updates can be accommodated

within our framework. We show here that Parity-Guarded Systems are dual ACTS.

Definition 29. A parity-guarded system over a finite alphabet ¥ is a labeled transition
system (Z,{—s| s € X}) equipped with functions a,b : ¥ — 7Z such that for each label

s € 3, the transition relation —, satisfies:

r =2’ & o =if x is even then x + a(s) else z + b(s)

Parity-Guarded Systems follow a related structure to ACTS.

Definition 30. A dual almost-commuting monoid is a monoid (M, -, 1) such that there exists
a finite subset F' of M, a commutative monoid (C,+,0), and a function < : M x C — M

such that:
1. Conditions (1), (3), and (4) of Definition 22| are met

2. (Dual Reassociativity) For all my,mg € M and all ¢ € C, we have (my - my) <c =

(my<c)-mg

Definition 31. A dual almost-commuting transition system is defined analogously to an

ACTS with “dual ACM” in place of “ACM”.

Theorem 15. Every Parity-Guarded System is a dual almost-commuting transition system.
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Proof. Let (Z,{—s| s € ¥}) be a parity-guarded system equipped with functions a,b: ¥ —
Z. Let M denote the closure of {—;| s € ¥} under relational composition - and let I be the
identity relation on Z. We will show that (M, -, I) is a dual ACM.

We define:

foo = {(z,2') |  =if z is even then z else 2},
fio = {{x,2’) | #’ =if x is even then x + 1 else x},

for = {(z,2’) | ' = if z is even then z else x + 1},

| f11 ={(z,2') | 2’ =if z is even then z + 1 else x + 1} |
C =(Z x Z,+,(0,0)) where (a,b) + (¢,d) = (a + ¢,b+ d)
m < {ce, Co) = {{z,2") | (x,2') € m,x” = if x is even then 2’ + 2¢, else 2’ + 2¢,}

Observe that for every generator —; of M we have:

—y={{z,2) | #/ = if x is even then = + (a(s) mod 2) else z + (b(s) mod 2)}
(%) 1%)

We investigate composition f < {ce,c,) - f' <(c.,c.) by case analysis over f and f’. In the

following, if x or y appears in the subscript of an f, the equation holds regardless of whether
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the x or y is replaced with a 1 or a 0.

Y AN / /
0 ey Lo x ) — Jz e sy Lo
f0<l<C C>'fy<]<ce Co> fy<<c +Cec+co>

for <{ce, co) * fou < {ce, ) = for <(ce + ¢, ¢+ L)
for < {CesCo) * fra{c,,c)) = fio<{ce+.yco+ ¢, + 1)
fro 9 {ce; €o) + fuo < {ce, ) = fro<a{ce + €, ¢ + ¢5)
f10<(Ces o) for <{cL, ) = for<(ce+ ¢, +1,¢co+ )
frv<{ce, co) - foo (el ¢) = fir A (ce + ¢ Co + 1)
fri<{ce,co) - for (el ¢) = for a(ce + ¢, + 1,0+ )
fri<{ce,co) - fro (e, ¢) = fio a(ce + ¢ co + ¢ + 1)

J119{ce, o) - f11 (L, ) = foo<{ce + ¢, +1,¢co+, + 1)

Therefore, we have that composition retains the structure f < ¢ and that therefore by
structural induction all elements within M are representable in that form (Condition (1) of
Definition [22)). Condition (3) of Definition 22| follows from the definition of <, and Condition
(4) is straightforward. Finally, note from the case analysis above that (mq - ms) <c = (my <

¢) - my. Thus, we have that parity-guarded systems are dual ACTS. O
Lemma 18. Parity-Guarded Systems are queryable.

Proof. Let (Z,{—s| s € X}) be a parity-guarded system. Let M denote the closure of
{—s| s € £} under relational composition - and let I be the identity relation on Z. Denote
the finite subset F' = {fo = foo, f1 = fo1, fo = fi0, f3 = f11}. In the following formula, the z

variable is a selector variable over these elements: when zy = ¢, the formula is selecting f;.
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Consider any states p,p’ € Z. We can define the set {—€ M | p — p'} with the fol-
lowing formula, in which z; and xy refer to the even-case and odd-case increments of the

commutative component respectively:

Jyp=2yAN(((xo=0Vao=1)Ap =p+2x)
Jyp=2y+1A(((xo=0Vae=2)Ap =p+ 21)

V((mg=1Vazo=3)Ap =p+ 1+ 2xy))

in which z( selects a base relation in F', and (x,z2) encode the even- and odd-case offsets

of the commutative component. n

7.4 Context-Free Reachability of ACTS

This section presents the main result of this chapter: that we can efficiently define the images
of context-free languages under homomorphisms into an almost-commuting monoid. In the
context of transition systems, this result means that we can answer context-free-language
reachabilty queries about queryable almost-commuting transition systems. Our results are

stated in the following theorems:

Theorem 16. Let (M, -, 1) be an almost-commuting monoid, let 3 be a finite alphabet, and
let £(G) C ¥* be a context-free language. Let v* : ¥* — M be a homomorphism. Then, the
set

{v*(w) [w e L(G)}

is semi-linear and can be weakly defined in time O(|G||F|?) where F' C M is the finite subset

of M.
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Theorem 17. Let T be a queryable ACTS defined over a finite alphabet 3, and let £(G) C
¥* be a context-free language. Then there is a decision procedure to query the L(G)-

reachability relation of T" for membership.

We present our construction for Theorem [I6 diagrammatically in §7.4.1] and rigorously

in §7.4.2

7.4.1 Theorem in Attribute-Grammar Diagrams

In this section, we give a proof of Theorem [16], using attribute-grammar diagrams to portray
graphically the problem-transformation steps that establish the theorem. Readers who prefer
a proof without such visual aids should skip to

We begin by formulating the computation of the Parikh image of a context-free lan-
guage using attribute grammars. Parikh’s Theorem establishes that images of context-free
languages computed via such attribute grammars are semi-linear and efficiently definable.
We then formulate the computation of the image of a context-free language in an almost-
commuting monoid using attribute grammars. We apply a sequence of equivalence-preserving
rewrites to these attribute grammars to produce one that mirrors that of the Parikh image.
We thereby show that we can compute the image of a context-free language in an almost-
commuting monoid via the Parikh image of this grammar.

Without loss of generality, we can assume that the context-free grammar G is in Chomsky
Normal Form. For each a € ¥, let 1, : ¥ — N be the function that maps a to 1 and all other
characters a’ # a to 0. Let 0 : ¥ — N denote the function Ao.0. We can define an addition

operation for such functions as follows:

+:Z->N)x(X—->N) = (XE—-N) g1+ g2 = No.g1(0) + g2(0).
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The following diagram depicts the form of an attribute grammar that computes the Parikh

image of each word in L(G).

Each nonterminal propagates the Parikh image of the sub-word that it generates to its
parent non-terminal. Nonterminals that derive the empty string € pass up the 0 function;
nonterminals that derive a single character a pass up 1,; all other nonterminals pass up the
sum of the attributes computed by their children. Parikh’s Theorem implies that the set of
attribute values that are computed via the above strategy is semi-linear and definable in
polynomial time.

By Condition (4) of Definition , there exists an algorithm that, given any element
m € M, computes a decomposition m = f<ac. Let A : M — F x C be the function
computing that decomposition.

Consider the following bottom-up strategy for computing v*(w), for all w € L(G):

A A A

To characterize the values computed for this language via Parikh’s Theorem, we apply a
series of equivalence-preserving transformations to the underlying grammar.

First, we change the order of evaluation to use to right-to-left threading:
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(The initial attribute of the ROOT nonterminal would be assigned 1.) This transformation
maintains equivalence by associativity of the monoid operation *“.”.

We now take advantage of the properties of the almost-commuting monoid M. First,
because all inherited and synthesized attribute values are elements of M, by Condition
(4) of Definition 22, we know that each attribute value m € M can be decomposed into
(f,c) = A(m), where (i) f € F C M, (ii) F is a finite subset of M, (iii) ¢ € commutative

monoid C, and (iv) m = f <ec.

f ¢ f f ¢ f ¢
‘\‘srw //A\\
¢ BE & % e

f ¢ f ¢ f c f c

(The f and c initial attributes of the ROOT nonterminal would be assigned 1 and 0, respec-
tively.)
We now perform four rewrites, shown below, of the attribute-definition functions in the

production A — a. (Rewritten elements are shown as dashed blue lines.)
e To obtain (i), we use Condition (2) of Definition 22} v(a) - (f <¢) = (v(a) - f) <c.

e To obtain (ii), we use the identity

for all m,m =let (fi,c1) = A(m) in f1 <¢;.

e To obtain (iii), we use Condition (3) of Definition [22/in the form (f;<¢;)<c = f1<(ep +¢).
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e To obtain (iv), we observe that because

for all f1 and ¢, (f1 <) = let (f,¢) = A(fi<c1) in (f<c)

we can pass through (f1,¢;) in place of A(f; <¢1).

® @) (iid) (i)

The next grammar transformation involves labeling the nonterminals with values of in-
herited and synthesized f attributes. Because F' is finite, this transformation incurs only a

constant-factor blow-up in the number of productions.

c c c c c c
Ar s Af’,f Af”,f
where (72)
f'<ac'=v(a) f
€ acl C Bf”,f’ O Cf’,f .

This step also expands the alphabet 2, but again the expansion is only by at most a constant
factor. In particular, every production of the form A — a becomes Ay — a, where (i)
f € Fis apossible value of the inherited attribute f of the original left-hand-side nonterminal
A, (ii) f'<d =w(a)- f, and (iii) ar is a new terminal symbol. Note that v(a) € M is a fixed
known value associated with alphabet symbol a. Condition (4) of Definition [22| ensures that
v(a) - f can be decomposed into f' < = v(a) - f, and thus, for a given terminal symbol a

and value f € F, ¢ € C is also a fixed known value.
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The attribute grammar above accumulates a value in C' via right-to-left threading. Be-
cause the operator + of the commutative monoid C'is associative, we can rewrite the attribute

grammar to use a bottom-up accumulation pattern:

Af g Apr ¢ A g

€ aCr BfII,fI Cf’,f

Finally, we transform the grammar to the form for computing the Parikh image of a word:

Ar g Agr p A g

€ aC’ Bf”.f’ Cfl,f

Because + : C' x €' — (' is commutative, we can obtain a value in C of the Parikh image
of a given word w. For instance, if a» has a count of 3 in the Parikh image of w, then the
contribution to the value of w in C'is ¢ + ¢ + ¢. The value of w is the sum of the
contributions of each terminal symbol in w.

We can relate the values of Parikh images obtained in this way to the values of the
words in the original grammar as follows. Consider the Parikh images of languages of the
form £(ROOT;;). For a given word w € L(ROOTy,), let ¢,, € C be the value of w
computed from the Parikh image of w as discussed above. Let @ be the word in the original
alphabet > obtained by dropping all ¢ labels from the terminal-symbols in w. Then the

V(W) = f<ey.

7.4.2 Formal Proofs

This subsection presents formal proofs of Theorems [16) and [I7]
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Theorem 16. Let (M, -, 1) be an almost-commuting monoid, let 3 be a finite alphabet, and
let £L(G) C ¥* be a context-free language. Let v* : ¥* — M be a homomorphism. Then, the

set

{v*(w) [w e L(G)}

is semi-linear and can be weakly defined in time O(|G||F|?) where F' C M is the finite subset

of M.

Proof. Let finite subset F' C M, commutative monoid (C,+,0), and action <: M x C' — M
be the objects witnessing that (M, -, 1) is almost-commuting.

By Condition (4) of Definition , there exists an algorithm that, given any element
m € M, computes a decomposition m = f<c. Let A : M — F x C be the function
computing that decomposition.

Our strategy is to construct a grammar G’ such that {v*(w) | w € L(G)} can be calcu-
lated from the Parikh image of £(G"). This strategy is enabled by the observation that the
homomorphism v* : ¥* — M factors as v*(w) = o(¢(w, 1)), where o : F x C* — M is
defined by

o(f,cr...co) 2 faler+ - +cp),

Consider the function ¢ : ¥* x F' — F x C*, in which the aim of ¢(w, f) is to calculate
a representation of v*(w) - f by a “right fold” (analogous to the “right-to-left” evaluation

strategy depicted in the set of diagrams labeled (7.1]) in §7.4.1)). Formally, ¢ is defined by

d(wa, f) = (f",tc) where (f",t) = ¢(w, ') and (f',c) = A(v(a) - f)
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We show that for all f € F', and all w € ¥*, we have v*(w) - f = o(¢(w, f)) by induction

on w. For the base case we have

vie)- f=1-f=f=0(fe) =0(s(c[)) .

For the induction step, we have

vt (wa) - f =v*(w) - v(a) - f Homomorphism
=v"(w) - (f'<0) where (f',c) = A(v(a) - f)
= (v*(w)- f)<ec Definition 22(2) (Reassociativity)
= (o(p(w, f)) ac Induction hypothesis
= (o(f" tr.. .ty)) ac where (f”.t,...t,) = d(w, f')
=(f"<ati+---+ty))<c Definition of o
=f'ati+-+tyt+c) Definition [22(3) (Action)
=o(f" t1...t,0) Definition of o
= o(¢(wa, f)) Definition of ¢

Our next task is to define a grammar G’ that recognizes {¢(w, 1) | w € L(G)}. Although
formally ¢(w, 1) belongs to F' x C*, it may be thought of as a word over the alphabet F'U C,
where

C2{ceC|Isex, feF Alus) f)=(f,c}

~

is a finite subset of C' (the fact that o(w, f) belongs to (F' x C')* can be seen by inspection

of the definition of ).
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Given a context-free grammar G = (N, X, R, S) in Chomsky Normal Form, we construct

the grammar G’ as follows:

el :<N’,FUC’, R’,S*>

N ={Ap;:AeN,f [ e F} U{S"}

R ={Ap ;= Bpp Cps: A BCeR,f, [, f"eF}
U{Af/7f—>c:A—>a€R,f,f’GF,ceé',f'QCZU(a)'f}
U{Asf—> e A—e feF}

U{S* = f Sp1: f€F}

The definition of the new production rules R’ mirrors the set of diagrams labeled in
§7.4.1)  In the last line, the first f on the right-hand side of S* — f S, is a “terminal-
symbol tag” indicating that the F' value for each word derived from Sy; is f. (The diagrams
in do not depict the productions of the form S* — f Sy;.)

Then we have the following property:

{v*(w) |we LG} =1 fa| Y dlo)c]| | ¢ € Parikh(L(G)), ¢(f) = 1 (7.3)
ceC
Here, ¢(f) = 1 and f<(...) serve to (i) “read” the terminal-symbol tag f, and (ii) incorporate
f into the value computed for a word, respectively.
We may thereby use the formula 1o representing the Parikh image of G defined in Chap-
ter 2 to define the following formula defining our subset of interest. The free variables of 1/
correspond to the terminals of the grammar G’, which we write as Y = {y; | 1 <i < |F|} and

Z = {zc | ce é} Then, the formula that weakly defines (Definition ) {v*(w) | w € L(G)}
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is:
|F|
Y, Z. | e (Y, Z) A /\yi:1<:>x0:i /\(xl,...,xn)zz,zc-c

i=1 ceC

U

Theorem 17. Let T be a queryable ACTS defined over a finite alphabet 3, and let £(G) C
¥* be a context-free language. Then there is a decision procedure to query the L£(G)-

reachability relation of T" for membership.

Proof. Given any states p, p/, we can compute a formula that strongly defines the set
{—1]p— p'} because T is queryable, conjoin this formula with that weakly defining
{=]—==—s . =5,,51...5, € L(G)} via Theorem and test for satisfiability. Be-
cause satisfiability of LIA formulas is decidable, this procedure constitutes a decision proce-

dure for checking membership of (p, p') in the £(G)-reachability relation of 7. O
We have that similar theorems hold for dual ACM and dual ACTS.

Theorem 18. Let (M, -, 1) be a dual almost-commuting monoid, let ¥ be a finite alphabet,
and let L(G) C X* be a context-free language. Let v : 3 — M be a valuation function and
let v* : ¥* — M be that valuation function extended to monoid homomorphism. Then, the

set:

{v'(w) [w e L(G)}
is semi-linear and definable in polynomial time.

Proof. This theorem is proven analogously to Theorem [I6] except with the relevant subset

of the commutative monoid C and the production rules R’ of the blown up grammar G’
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defined as:

C={ceC|seX, f,feF fac=f-v(s)}

R ={Ajpm = By Cppn | A= BCeR,f, [, eF}
U{Af,f/—>c|A—>a€R,f,f’6F,c€é,f’<10:f-v(a)}
U{A;; = e|A—e feF}

U{S* = f Sis| ferF}

Diagrammatically, this construction follows the same reasoning as that shown in §7.4.1]
with “left-to-right” threading in place of “right-to-left” threading.
O

Theorem 19. Let T be a queryable dual ACTS defined over finite alphabet ¥ and let
L(G) C ¥* be a context-free language. Then, there is a decision procedure to query the

L(G)-reachability relation of 7" for membership.

Proof. Similar to the proof of Theorem m

7.5 Closure Properties of ACTS

In this section, we demonstrate that almost-commuting transition systems (ACTS) enjoy
robust closure properties. These properties ensure that complex systems constructed from
smaller, analyzable components remain within the ACTS class, preserving tractability of
CFL-reachability problems. Specifically, we (i) show that ACTS are closed under direct
product and (ii) generalize the framework to encompass a recursive class of systems we call
generalized ACTS. We also provide a concrete example of a transition system that lies in

this broader class.
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7.5.1 Direct Product

We begin with the result that the direct product of two almost-commuting monoids is itself

an almost-commuting monoid.

Theorem 20. Let (M, -, 1) and (M’, -, 1’) be almost-commuting monoids. Then, their direct

product (M x M’ ®,(1,1)) is an almost-commuting monoid, in which:

<m17 m,1> ® <m27 m/2> - <m1 ' m27m/1 ! m/2>

Proof. By the definition of ACMs, there exist finite subsets F* C M and F' C M’, commu-
tative monoids (C, +,0) and (C’,+',0'), and actions <: M xC' — M and < : M’ x C" — M’
fulfilling the conditions of Definition [22| for (M, -, 1) and (M’ -/, 1), respectively.

Then, finite subset F' x F' C M x M’ commutative monoid (C' x C’, @, (0,0")) in which
(c1,c)) ® (o, dy) = (c1+ o, ¢, +' &), and action €: (M x M) x (C x C") — (M x M’)
defined as (m,m’) <4 (¢,¢') = (m<ac,m’ < ¢) fulfill the conditions of Definition [22] Therefore,

(M x M',®,(1,1)) is an almost-commuting monoid. O

This result implies that the ACTS framework is compositional: multiple ACTS compo-
nents can be combined in parallel while remaining analyzable. The following example shows

this property concretely.

Example 7.5.1. Let T} = <Z, {i>s: s € Z}> and Ty = <Z, {is: s € Z}> be Natural
Offset Max-Plus Linear Systems (from §7.3.2]) over finite alphabet Y. By Theorem

we have that both of these transition systems are ACTS.
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Let T3 = <ZQ, {isz s € E}> be a transition system in which for all p1, p2, pl, ph € Z

and all s € 3 we have:

3 1 2
(1, p2) =5 (1, Pa) & (m —5 py and p2 =y pé)

Theorem [20] implies that T3 too is an ACTS, because its underlying monoid of tran-
sition relations is the direct product of that of T} and T5. This theorem thus shows that
any ACTS can be generalized to an arbitrary dimensional state and that multiple ACTS

can be joined in parallel while retaining the same algebraic structure.

7.5.2 Generalized ACTS

Next, we show that our construction can be generalized to a hierarchy of algebraic structures

beyond almost-commuting monoids. This generalization allows the “commutative compo-

nent” of an ACM to itself be a (generalized) ACM.

Definition 32. A commutative integer monoid is a rank-0 generalized almost-commuting
monoid. A monoid (M, -, 1) is a rank-n generalized almost-commuting monoid if there exists
a finite subset F of M, a rank-(n—1) generalized almost-commuting monoid (C, +, 0), and

a function < : M x C — M that follow the conditions of Definition [22| or Definition |30l

Definition 33. A generalized almost-commuting transition system is defined analogously

to an ACTS with “generalized ACM” in place of “ACM.”

The context-free-language-reachability relation remains semi-linear and efficiently defin-

able over generalized ACTS, just as it does with basic ACTS.

Theorem 21. Let (M, -, 1) be a generalized almost-commuting monoid, let ¥ be a finite
alphabet, and let £(G) C ¥* be a context-free language. Let v : XX — M be a valuation func-

tion and let v* : ¥* — M be that valuation function extended to a monoid homomorphism.
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Then, the set
{v*(w) [w e L(G)}

is semi-linear and weakly definable in polynomial time.

Proof. We can define our construction recursively in terms of the construction in the proof
of Theorem [16]

If the underlying monoid (C,+,0) is commutative, then (M, - 1) is in fact an almost-
commuting monoid and we can directly apply the construction of Theorem

If the underlying monoid (C, +,0) is a generalized almost-commuting monoid, then this
theorem states that we can compute a formula U that weakly defines the £(G) reachability

of C'. We then apply the construction of Theorem |16| replacing Equation ([7.3)) with:
{v"(w) Jwe L@} = fa|d o) ] oW, o(f) =1
ccC

[]

Theorem 22. Let T be a queryable generalized ACTS defined over finite alphabet > and
let £L(G) C X* be a context-free language. Then, there is a decision procedure to query the

L(G)-reachability relation of 7' for membership.

Proof. Similar to Theorem [17| using Theorem [21} m

Example 7.5.2. We now present a concrete example of a system that is not a basic
ACTS but is a generalized ACTS. This example combines features from both FMAVAS

and parity-guarded systems.
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Definition 34. A parity-guarded rotating system over a finite alphabet X is a labeled
transition system (Z,{—| s € ¥}) equipped with functions a,c : ¥ — {—1,0,1} and

b,d : ¥ — 7Z such that for each label s € ¥, the transition relation —, satisfies:
r —, 2’ & o =if x is even then a(s)z + b(s) else c(s)z + d(s)

Theorem 23. A parity-guarded rotating system is a generalized ACTS.

Proof. Let (Z,{—s| s € £}) be a parity-guarded rotating system. Let M denote the
closure of {—| s € ¥} under relational composition -, and let I be the identity relation
on Z. We will show that (M, -, I) is a generalized ACM.

Consider the monoid (M’ = {—1,0,1} x 2Z,®, (1,0)) in which:

(a,b) @ (a',0') = {axd,a' xb+ V)

Let F' C M’ = {(—1,0),(0,0),(1,0)}, let C = (2Z,+,0), and define action < :
M'" x 27 — M as (a,b) < ¢ = (a,b+ c). These definitions fulfill the conditions of
Definition 22 making (M’, ®, (1,0)) an almost-commuting monoid.

By Theorem [20] we have that (M’ x M’ @, ((1,0),(1,0))) is a generalized almost-
commuting monoid, where we define (my, my) & (m}, my) = (my @ ml, me @ mj).

Now, define finite subset F* C M and action <: M x (M’ x M’) — M to be:

foo = {{x,2’) | ' = if x is even then z else z},
fio = {{x,2’) | ' =if x is even then z + 1 else z},

for = {(z,2’) | 2’ = if z is even then z else x + 1},

| /11 ={(z,2") |2/ =if 2 is even then z + 1 else x + 1}
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m < {(a,b) (c,d)) = {x, 2" | (x,2") € m, 2" =if x is even then a x 2’ + b else ¢ x 2’ + d}

Every generator —, can be expressed as f < ¢ for some f € F and ¢ € M’ x M.
Composition f<{{a,b),{(c,d))- f'<((d',0}),(c,d)) follows the same reasoning as that in
the proof of Theorem . Therefore, (M, -, I) is a generalized almost-commuting monoid.

O

7.6 Discussion

This chapter presented a framework for solving context-free-language reachability problems
for almost-commuting transition systems. The techniques used to compute the reachability
relations of VASR, LVASR, and SVASR can all be reduced to the generalized technique
presented here. While this technique is more general, it is less efficient - using the generalized
technique for ACTS would produce exponentially larger formulas for VASR and LVASR-
based summarization and would produce doubly exponentially larger formulas for SVASR-
based summarization.

This result opens a rich new frontier of candidates for monotone inter-procedural program
analysis. Given a technique to compute a reflection of a program in a queryable class of
almost-commuting transition systems, the framework presented here would immediately yield

a monotone procedure summarization technique.

159



Chapter 8

Related Work

The three papers forming the contributions of this thesis share two broad technical themes:
(i) the reachability theory of Vector Addition Systems and their extensions, and (ii) inter-
procedural program analysis, including loop summarization, monotone invariant generation,
and resource-bound analysis. This chapter surveys the prior work most relevant across all

three papers.

8.1 Reachability of Vector Addition Systems and Ex-
tensions

Vector Addition Systems (VAS) are a classical model of computation which operate over
a vector of counters. Karp and Miller [34] originally introduced them in the context of
identifying models of computation whose properties could be effectively verified. They defined
VAS to operate over natural numbers and established initial results regarding the reachability
set of these systems. Today, we know that the reachability problem for natural-valued VAS is
decidable [40] but non-elementary [39]. VAS are highly related to another modeling language:

Petri nets [47]. A Petri net consists of a finite set of places, each containing some number of
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tokens; transitions remove tokens from some places and add tokens to others. Equivalence
between VAS and Petri nets (which associates each dimension of the state of the VAS with a
place in the Petri net) has been well-understood since the 70s [28]. VAS and Petri nets have
proven to be practical modeling languages for concurrency [5 25] and distributed systems
[53]. They have even found application in biology and business management [IJ.

The non-elementary lower bound on reachability motivated the study of integer-valued
VAS by Haase and Halfon [27]. The L-reachability relation of integer-valued VAS can be
straightforwardly encoded into a LIA formula via Parikh’s Theorem [46] when L is ¥*, a
regular language, or a context-free language. Haase and Halfon went further by considering
VAS with resets, and showed that the L-reachability relation for this class was computable
when L is ¥* and a regular language. They (with Chistikov) [12] further extended this
result to Petri-net languages, which are strictly between regular and context-free languages.
However, their approach is not obviously extensible to context-free languages.

Their result was based on an extension of Parikh’s Theorem [46], and is based on rep-
resenting a particular counting abstraction, the generalized Parikh image, of L using a LIA
formula. The generalized Parikh image of a word consists of a permutation over characters
in a monitored sub-alphabet describing the order of final occurrences with respect to left-
to-right order and the Parikh images of the sub-words in between each final occurrence.
Haase and Halfon extended Seidl et al.’s method [60] for computing Parikh images based
on a correspondence between Parikh images and connected flows through an automaton
recognizing the language. Haase and Halfon [27] modified this construction to compute gen-
eralized Parikh images by encoding multiple connected sub-flows representing consecutive
sub-words and symbolically encoding permutations of final occurrences in LIA. However, it
is not clear how to extend this construction to compute the generalized Parikh image of a
context-free language from its representation as a pushdown automaton or a context-free

grammar; it is difficult to represent the configurations of a pushdown machine between flows
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in linear arithmetic and the generalization of Seidl et al. [60] to grammars breaks the desired
correspondence between sub-flows and consecutive sub-words.

The reachability relation encodings in this thesis, and in particular our encoding of the
context-free reachability relation of VASR, employed abstract trajectories as an alternative
to generalized Parikh images. We show that the problem of computing abstract trajectories
can essentially be reduced to computing ordinary Parikh images by using standard language-
theoretic operations (inverse homomorphism and intersection with a regular language). Our
methods could in principle be used to compute generalized Parikh images, but the need to
encode a permutation of the alphabet ¥ yields an exponential-space reduction. Abstract
trajectories allow us to side-step this blowup by identifying d arbitrary positions in a word
rather than a permutation of the alphabet.

The context-free reachability of vector addition systems over the naturals was investi-
gated in [39, 4T], 24]. Whether reachability is decidable for this model is an open problem.
Reachability problems for vector addition systems with resets over the naturals are undecid-
able [18§].

The relaxation of deterministic transition to nondeterministic lossy systems was origi-
nally introduced by Abdulla and Jonsson [2], in the context of messages being dropped in
communication protocols. Lossy transition systems relax the semantics to allow the state to
spontaneously decrease at any point. Reachability of lossy variants corresponds to coverabil-
ity of the original class.

Coverability of VAS has been widely studied. Chistikov et al [I2] showed that coverability
of integer-valued VASRs is decidable over ¥*, regular languages, and Petri-net languages.
Coverability is decidable for natural-valued VASRs over ¥* [I8] but is undecidable over
context-free languages [59]. Our results for Lossy VASR amount to showing coverability for

integer-valued VASRs over context-free languages.
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Our extension to Semi-Linear VASR is inspired by a line of work [51l [42] that has inves-
tigated extending linear integer arithmetic to include a star operator, effectively computing
reachability for Semi-Linear Vector Addition Systems, but not considering resets.

Blondin et al [§] investigated the extension of integer VAS to affine transformations
beyond resets. Our work on ACTS extends this technique in two ways: (1) we “algebraize” the
method, expressing the essence of the techniques as the laws of almost-commuting monoids,
and (2) we extend the applicability from a model with states to one with a pushdown stack

(i.e., context-free reachability rather than regular reachability).

8.2 Inter-procedural Program Analysis

Computing summaries that approximate the dynamics of recursive procedures is a classical
problem in program analysis [13, [61]. The dominant approach is based on iterative approz-
imation, which uses the limit of a Kleene iteration sequence as a summary. For abstract
domains that fail the ascending chain condition, the limit can be over-approximated using
widening; however, this results in a non-monotone analysis.

The classical iterative method for program analysis is monotone for abstract domains
satisfying the ascending chain condition, such as affine relation analysis [35, 45] and the
Houdini algorithm [23]. A recent line of work has designed monotone program analyses
[62], 65, 66], [T6] using algebraic program analysis [36]. This work is intra-procedural, and falls
back on an iterative strategy to summarize recursive procedures.

Our work is closely related to Silverman et al’s [62] loop summarization technique. Given
a transition formula F representing the body of a loop, their method computes an (unlabeled)
VASR abstraction of F', and then uses the reachability relation of the VASR (computed via
[27]) to over-approximate the reflexive transitive closure of F. [62] also extend their loop

summarization approach to VASR with states (equivalently, VASR restricted to a regular
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language of trajectories). Using the algebraic program analysis framework [36], loop summa-
rization can be extended to summarize (non-recursive) procedures by computing a regular
expression representing all paths through the procedure and then re-interpreting each regular
expression operator with a corresponding operation on transition formulas (and in particular,
interpreting the Kleene % operator using the aforementioned loop summarization algorithm).

Our work differs in several respects. Foremost, our approach can be applied to recursive
procedures. Algebraic program analysis relies on the inductive structure of regular expres-
sions to enable a simple “bottom-up” summarization strategy; in the presence of recursion,
path languages can be context-free and so do not possess such an inductive structure. Our ap-
proach overcomes this barrier by directly extending VASR~based summarization to recursive
procedures rather than relying upon algebraic program analysis. Our approach necessitated
two technical innovations: (1) we must compute a “global” VASR abstraction for the whole
procedure (rather than an independent “local” abstraction of each loop as in [62]), and (2)
we must compute context-free reachability relations for VASR (rather than regular reacha-
bility as in [27]). Secondly, we extend the approach to the more expressive abstract domain
of lossy VASR. Finally, our VASR abstraction algorithm computes a best abstraction for
LIRA formulas, whereas [62]’s algorithm is only best for LRA formulas, since it relies upon
the fact that LRA is a convex theory.

One framework for computing procedure summaries is to model the (abstract) meaning of
a program as values drawn from a semiring, with the multiplication operation corresponding
to sequential composition of actions along two program paths, and the addition operation
to joining information across parallel program paths. In this setting, the problem of interest
is to compute the sum of the weights of all inter-procedurally-valid paths from one point to
another—that is, to compute > » ) w(m), where £(G) is a (context-free) language of paths
of interest, and w() is the weight of path 7 obtained by multiplying (in order) the semiring

value on each edge of 7. There is no general method for computing this value, but there are
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algorithms for some particular cases: (1) semirings in which there are no infinite ascending
chains [10, [56], and (2) semirings in which the sequencing operation is commutative [20].
Our work on ACTS offers a new method for solving this problem for semirings of semi-linear
sets (see [10], §3.4.4]) over an almost-commuting monoid. Alternatively, one may view this as
computing {w(7) : 7 € L(G)}—the set of all weights of all paths belonging to a context-free

language £(G)—rather than - . w(m)—the sum of such weights.
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Chapter 9

Conclusion

This thesis extends the frontier of robust program analysis to the inter-procedural setting.
We focused upon monotonicity and locality as robustness properties that allow tool users
to anticipate how code changes will affect analysis results without needing to understand
the tool’s internal algorithms. By framing program analysis as procedure summarization, we
immediately obtained locality — each procedure’s summary depends only on the code within
its connected component, so changes elsewhere cannot affect it. Monotonicity is harder to
achieve, and is the central technical concern of this thesis.

We identified a recipe for monotone procedure summarization with two key components.
First, for a given abstract domain, we computed a reflection of the input program: a best
abstraction of the program within that domain, in the sense that it universally simulates
every other abstraction of the same class. Second, we precisely computed the reachability
relation of this reflection over the context-free language of inter-procedurally-valid paths
through the program. Together, these steps yield a monotone summarization technique: if
program A is a refinement of program B, then a reflection R4 of A simulates any reflection
Rp of B, so the reachability relation of R4 simulates that of Rg, and therefore the procedure

summary for A logically entails that of B.
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We instantiated this recipe with four abstract domains related to vector addition systems,
a sub-Turing complete model of computation that operates over a set of independent coun-
ters. Within abstractions, each counter represented a linear term over the variables of the
program. This meant that even though our abstractions operated over counters with simple
updates, those updates could model complex numerical relationships between program vari-
ables. Our evaluation confirmed that invariants derived from our abstractions are practically
useful; our tool exceeded state-of-the-art abstract interpreters in verification capability.

In each domain, our reflections were derived from the generator representation of the
space of linear terms that our counters could possibly track. This means the counters of
any other abstraction are expressible in terms of the reflection’s counters, which is precisely
what guarantees that the reflection universally simulates all other abstractions in its class.
Our techniques for computing reflections used a divide-and-conquer approach: we computed a
reflection of each individual operation, then repeatedly combined these into a whole-program
reflection. The central challenge in each domain was identifying the right structured space of
trackable terms over which reflections could be combined. We provided a category-theoretic
formalization of sufficient conditions for this structured space, or base category, enabling the

computation of reflections.

Domain Transition semantics Combination Space Chapter
VAS ¥=x+a Linear Space 3
VASR ¥=rr+a Separated Space 4
LVASR ' <rz+a Ordered Separated Space 5
SVASR x'=rxx+4+o0, o0€S Separated Space 6

Our techniques for computing context-free reachability relations leveraged Parikh’s The-
orem, a result from formal language theory that commutativity collapses the structure of
context-free languages onto that of regular languages. Although the abstract domains pre-

sented in this thesis (with the exception of VAS) are not commutative, we were successfully
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able to use the universal commutative abstraction of context-free languages provided by
Parikh’s Theorem to compute their context-free reachability relation. Our key insight was
that, in each of these domains, runs could be decomposed into a finite number of phases
within which operations commute. We formalized this idea by algebraically characterizing
almost-commuting transition systems, whose underlying mathematical structure allows this
decomposition.

In summary, this thesis developed new techniques for monotone inter-procedural program
analysis. Our implementation using Lossy VASRs exceeded the state-of-the-art for abstract-
interpretation-based program analyzers while also providing a monotonicity guarantee. From
these techniques, we extracted generalizable frameworks for this problem, facilitating fu-
ture development of such techniques. Specifically, this thesis presented a category-theoretic
divide-and-conquer framework for computing reflections and a characterization of the class
of almost-commuting transition systems, whose context-free reachability relations are com-

putable via Parikh’s Theorem.

9.1 Future Work

Implementing SVASR Analysis with Approximations Chapter [ developed the the-
oretical foundations for a monotone program analysis technique using Semi-Linear VASRs
as an abstract domain, but an implementation was not achieved. The key remaining obstacle
is that computing a generator representation of a semi-linear set is prohibitively expensive.
Levatich et al. [42] developed a decision procedure for reasoning about an extension of LIA
with a star operator which represents semi-linear sets efficiently by computing over- and
under-approximations of the source formula. Further investigation is required to determine

if such an approach could be made compatible with our reachability technique for SVASR.
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Abstraction Techniques to Almost-Commuting Transition Systems A natural di-
rection for future work is to identify new classes of queryable almost-commuting transition
systems and developing techniques for computing reflections of program within those classes.
Such techniques would immediately yield monotone program analysis techniques, as the

classes would inherit our Parikh-based reachability construction.

Monotone Analysis over More Expressive Logics This thesis began from a program
model which expressed program semantics as LIRA formulas. Doing so excluded many impor-
tant program behaviors—most notably, operations interacting with heap-allocated memory.
Extending the framework to more expressive logics would substantially broaden the class of
programs amenable to monotone inter-procedural analysis. Doing so is algorithmically chal-
lenging, as several of our techniques are dependent on specialized subroutines developed for
LIRA. One path forward would be to compute best LIRA abstractions of programs expressed

in more expressive logics.
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